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“Growing together at the heart of God's community,” Lvemool biocesan schools Trust

Trust Pruyer:

We thank you, God of Love, for the gift of children,
bless the work of our Trust, that in all we do
young people may grow in wisdom and stature,

and so come
to know you,
to love you
and to serve you,
as Jesus did.
We make our prayer in his name who is God
with you and the Holy Spirit, now and for ever.

Rationale;

E-Safety encompasses the use of new technologies, internet and electronic
communications such as mohile phones, collahoration tools as well as those more
regularly thought of such as computers, laptops and tablet devices. It highlights the
safeguards and awuareness for users to enable them to control their online experience.
The previous “E-Safety Commitment’ has heen extensively revised and will now be
named the Schools' E-Safety Policy to reflect the need for us to further ruise awureness
of the safety issues associated with electronic communications as a whole.

As with all other potential risks, it is impossible to eliminate those risks completely. It
is therefore essential, through good educational provision to build students'/pupils
resilience to the risks to- which they may be exposed, so that they have the confidence
and, skills to face and deal with these risks.

We, as a school must demonstrate that we have provided the necessary safeguards to
help ensure that we have done everything that could reasonably be expected to manage
and reduce these risks. The E-Safety policy that follows explains how we intend, to- do
MW/W) wberespon&hleumand/stag,su}@whuzusmg,thzmwmm

The school's E-Safety policy will operate in conjunction with other policies including
(but not limited to), those for Student Behaviowr, Bullying, and cwrriculum



Pwrpose:

e Ensure that children and young people are able to use the internet and related

e A school E-Safety policy should help to enswre safe and appropriate use.

e To iwolve all stakeholders in the develop and implementation a safe usage
strategy,

. Tomemmmmmmwmmsmmmaxmwmmm
promote pupil/ student achievement.

. Wm@l&a@mttmdwwoﬁmwoﬁwwdm@mm

o Access to illegal, harmpul or inappropriate images or other content.
o Unauthorised access to/loss of/sharing of personal informatiom.

o Therisk of being subject to- grooming by those with whom they make contact
on the intermet.

o The sharing/distribution of personal images without an individual's consent
or knowledge.

Inappropriate communication/ contact with others, including strangers.
Cyher-bullying.

Access to unsuitable video/ internet games.

An inability to evoluate the quality, accwracy and relevance of information
on the internet.

Plagiarism and copyright infringement.

o Ilegal downlouding of music or video files.

o The potential for excessive use which may impact on the social and

o O O O

o

Scope;

This policy applies to all members of the school community (including staff, pupils,
volunteers, parents/carers, visitors, community users) who have access to and are
users of school ICT systems, both in and out of school. The Education and Inspections
Act 2006 empowers head teachers, to such extent as is reasonable, to regulate the
behaviour of pupils when they are off the school site and empowers members of staff
to impose disciplinary penalties for inappropriate behaviour. This is pertinent to
incidents of cyber-bullying or other E-Safety incidents covered by this policy, which
may take place out of school, but is linked to membership of the school. The school
will deal with such incidents within this policy and associated behaviour and anti-
bullying policies.



Roles and Responsihilities;

The Jollowi . lines, the, rofes, and. ibilities. for E-Safety of individual
and groups within the school:

Governors:

Governors are responsible for the approval of the E-Safety Policy and for reviewing the
effectiveness of the policy. This will be carried out by the Governors’ Standards and,
Curriculum Committee receiving regular information about E-Safety incidents.

Head teacher and Senior Leaders:

+ The Head teacher is responsible for ensuring the safety (including E-Safety) of
memhbers of the school community, though the day to day responsibility for E-Safety,
will be delegated to the E-Safety Coordinator. At this time the E-Safety Coordinator is
the Behaviour Lead — Mrs Wall Assistant Head Teacher.

 The Head teacher/Senior Leaders are responsible for ensuring that staff receive
suitable CPD to enahle them to carry out their E-Safety roles and to train other
colleagues, as relevant.

» The Head teacher/Senior Leaders will support those in school who carry out the
intermal E-Safety monitoring role. This is to provide a safety net and also support to
+ The Head teacher and another memher of the Senior Leadership Team/Senior
Management Team should be aware of the procedures to he followed in the event of a
serious E-Safety allegation being made against a memhber of staff. stBCﬂUwchwt
on dealing with E-Safety incidents — included in o later section — “Responding to
incidents of misuse’ and relevant Local Authority HR/disciplinary procedures).

Designated E-Safety Courdinator:

* Reports to the safeguarding committee.

. TMWWWWE?%WWM&@MWW
. E%%%w%mmoﬁwmmwmmmm
Provides training and advice for staff.

Liaises with the Local Authority.

Liaises with school ICT technical staff.

E%mpmt&ojﬁ Safety incidents and creates a log of incidents to inform future




Meets regularly with E-S Governor ( o}eﬁuardm,g,Govemor tcrdtscus&awrent

Cmmmbtae/)

Reports regularly to Senior Leadership Team.

Network Manager7Technical stoff:
The Network Manager is responsible for ensuring:

that the school's ICT infrustructwre is secure and is not open to- misuse or malicious
that the school meets the E-Safety technical requirements as advised by Becta and,
the Acceptable Use Policy. b
the school's filtering policy , l&appued,wld,updamd,ona,reguiorbaswand,thatlt&
that mwmﬁﬁ afety W order to effectively,
to E-S i to
W%MESWWWWWWWWQ&W
that the use of the network/Learning Platform/remote access/email is
monitored in order that any misuse/attempted misuse can be reported to the
safeguarding committee for investigation/ action/sanction
t?mtmﬂmtormg,sojbwm/sgswn&mmmpwnmwmupdmda&agmedm

Teachingand Support Staff;
are responsible for ensuring that:

they have an up to date awareness of E-Safety matters and of the current school

E-Safety policy and proctices

they have read, understood and signed the school Staff Acceptable Use Policy (AUP)
report suspected misuse or prohlem to the E-Safety Co-ordinator/Head

%/SWW}WW/W/W 7

digital communications with emmL/Leanung,PLamewu ) should he

mam&mmmwm( school systems

ESaJZetgw&w&amembeddedmalLasped&oj&thewnuﬂummmschuot

students/pupils understand and follow the school E-Safety and acceptable use
students/ pupils have a good understanding of research skills and the need to- avoid
they monitor ICT aotu/ltg,mtesson& extra- cwrricular and extended school activities

they are aware of E-S issues related to the use of mohile phones, camerus and

policies with regard to these devices
in lessons where intemet use is pre-planned, pupils should he guided to sites checked

as suitable their use and that processes are in place dealing with
wwwmbl@rﬁ%thutw}oundmumus@w’dm i e

The Prevent message is adhered to when considering intermet usage. All staff
are expected tor familiarise themselves with these issues first by familiarising
themselves with the school's safeguarding policy and the document ‘Keeping

Children Safe in Education.
hitps://www.gov. uk/qgovernment/ uploads/system,/ uploads/attachment. data/

JPile/418686/Keeping, children safe in, education.pdf Should they have any

concerns regarding issues pertinent to the prevent agenda or indeed wider
in the school's policy.
5


https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/418686/Keeping_children_safe_in_education.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/418686/Keeping_children_safe_in_education.pdf

(E-Safety) Committee;
Mmoﬁmsujegiwdu@oownmwdi,mmE Safety Coordinator with:
* the production/review/ monitoring of the school E-Safety policy/documents.

* the production/review/ monitoring of the school filtering policy

Pupils:
’ Amwwpwblmp%(%,wmﬁwﬁﬁ t‘;‘;xpwd,wwb@@m Feing given acctss
. (at KS1 it would be expected that carers would, on
o tsjgétem& ) parents, sign

. mammmmgoymmmmmmwmpmmmm
need, understand the importance reporting abuse, misuse aCCess
uwppr?pnatemuwbal&andamwhow%%duw o w

e will be expected to know and understand school policies on the use of mohbile
phones, digital cameras and hand held devices. Thmgas)rwuhiabsckrwwand/

e should understand the importance Oﬂadopﬂn@gondESa}et@praamwhmusW

Parents/Carers;

pm/cMwammmemmmmmmm
to use the internet/mobile devices in an appropriate way. Research shows that many
parents and, carers do not fully understand the issues and are less experienced, in the
use of ICT than their children. Thasdwvbmnuﬂwr@ommkeevwoppurtumtg,wh@lp
parents understand these 18&12& through parents’ evenings, newsletters,
wehsite/Learning  Platform information about national/local E—SaJZeth,
campaigns/ literatuwre. Pamt&w@cammﬂbemspun&bm}cr

 endorsing (by signature) the Student/Pupil Acceptable Use Policy,
. WWWUXW&W/L%W/WWMMMW

Community Users;
Community Users who access school ICT systems/website/Leaming Platform as part

the Extended School provision will be expected to a Community User AUP bpgiorre
%Wwﬂmm&wm%&m& san

6



Policy Statements
Pupils;

Whilst and technical solutions are very important, their use must he

W%Wp&mﬂ&wmwmpﬂnsmawm. Theewcauonojlm

LrLESagZetg, therefore an essential part of the school's E-Safety provision. C
ami pzopleneed,tlwhelp/and, g4 of the school to recognise and avoid E-
and,buud,mwresm ESo}etg,educauondebzpmVLded,mm@

e A pLannedESojetg,pmgmnmwskwuldbzpmwdeda&parbonICT/PHSE/oﬂwr
lessons and, should bhe regularly revisited, — this will cover hoth the use of ICT and

* Key E-Safety messages should he reinforced as part of a planned programme of

o Students/pupils should he taught in all lessons to be critically awwre of the
ing .

e Pupils should he helped to understand the need for the pupil AUP and encouraged
to adopt safe and responsible use of ICT, the internet and mohile devices hoth

e Pupils should be taught to acknowledge the source of information used and to

* Rules for use of ICT systems/internet will be posted in all rooms

o Staff should act as good role models in their use of ICT, the internet and mobile
devices

Parents/carers;
M parents and carers have only umiustandu;g; E-Safety risks and
&wmwmmmmmm Oﬁduldmwnd/mﬂw

/ the children’'s online e Parents either
nderostirate or o nct realise. how efien, children and. young, people. come. Geross
and, inappropriate material on the internet and are often unsure

about what they would do about it. “There is a generational digital divide’. (Byron
Report).
Thzsc)hootwﬂLﬂwe}omszehwprmﬁdeWormuﬂonandmws&mem

carers :
o Letters, newsletters, weh site, digital signage, Class dojo

e Parents evenings
Extended Schoots;

The school will i cowrses in ICT, media literacy and, E-S SO
mwm@ﬂw m%mawmmﬂm%



M@mws@sa}ewmwm%oyth%ewmdmwma&wwwws

responsibility to keep children safe in the non-digital

Education & Training,

Stefs

It is essential that all receive E-Safety truining and understand their

. Ameedpmgrmmeo;B}omeE-So}WUWgwﬂLbemd&avMiablewsw&,&
An audit of the E-Safety training needs of all staff will he carried out regularly.

o Al new staff should receive E-Safety training as part of their induction programme,
ensuring that they fully understand the school E-Safety policy and Acceptable Use
Policies

e The E-Safety Coordinator will receive regular updates through attendance at
LA/other information/training sessions and by reviewing guidance documents
released by BECTA/WBC and others.

* This E-Safety policy and its updates will be presented, to- and discussed by staff in
staff/team meetings/INSET days.

e The E-Safety Coordinator will provide advice/guidance/training as required to
individuals as required

Governors should, take in E-Safety training/awureness sessions, with particular
i WWWMW@WW/WWWICT/E
WMW/MW This may be offered in o numher of ways:
e Attendance at truining provided by the Local Authority/National Governors
Assotciation or other relevant organisation.

* Participation in school training/information sessions for staff or parents

Tochnical - infi I fltri Lmonitori
The school will be i that the school i /network is as
\mﬂ*unthwpuhcg,m ItdeaJscnzedUren&umthaLthzmlzvantppre
nwnedmthzabnvasecﬂon&wﬂLhegﬂecﬂwmcamgmgouLth&rESa}et@
responsibilities:

School ICT systems will be managed in ways that ensure that the school meets the E-Safety,
technical requirements outlined by, Becta and the Acceptable Usage Policy,

e School ICT musbbemgmarlg, to ensure up-to-date anti-virus
and Mi Windows Security Updates are installed. Essznnulsoj%b/vamw Acrohat
Reader, Flash Player, Java, Intemet,Epr,omr Smarthouard etc. must be kept current.

o There will be regular reviews and audits of the safety, and security of school ICT systems

* Servers; wireless systems and cabling must be securely located and physical access



All users will have clearly defined access rights to school ICT systems. Details of
the access rights avuilable to groups of users will be recorded by the Network
Manager and Business Manger and will he reviewed, at least annually, by the
Safeguarding Committee

All users will be provided with a usemame and password to access the school
network by (E-Safety co-ordinator and Business manager who will keep an up to
date record of users and their usemames. Users will be required to change their
password every term.

The “master/administrator” passwords for the school ICT system, used by the
Network Manager and Business Manager must also he available to the Head teacher
or other nominated senior leader and kept in a secure place (eg school safe)
School Data should bhe secuwrely managed when taken off the school site using
Users will he made responsible for the security of their username and password,
must not allow other users to access the systems using their log on details and
must immediately report any suspicion or evidence that there has been a hreach of
security.

Warrington Borough Council.

In the event of the Network Manager (or other person) needing to switch off the

Jiltering for any reason, or for any user, this must he logged and carried out by a
process that is agreed by the Head teacher (or other nominated senior leader).

Any filtering issues should be reported immediately to Warrington's IT support on
2200.
Requests from staff for sites to be added or removed from the filtered list will be
considered at the appropriate senior level. If the request is agreed, this action will
bhe recorded and logs of such actions shall be reviewed regularly by the E-Safety
Governor
School ICT technical staff regularly monitor and record, the activity of users on the
school ICT systems and users are made awwre of this in the Acceptable Use Policy.
Remote management tools are used by staff to- control workstations and view users
iy
An appropriate system is in place for users to report any actual/potential E-Safety
incident to the designated E-Safety Co-ordinator (or other relevant person).
Appropriate security measwres are in place to protect the servers, firewulls, routers,
wireless systems, work stations, hand held devices etc from accidental or malicious
An agreed system is in place for the provision of temporary access of “guests’ (eg
trainee teachers, visitors) onto the school system.
Staff/ students/ pupils/community users are able to use equipment for personal
usage while they do not infringe AUP agreements and are inline with school
policies. Their family memhers are allowed on laptops and other portable devices



o Staff are allowed to install programmes on school workstations/ portable devices in
accordance with AUP agreements and School policies.

* Al removuble media (e.g. memory sticks/CDs/DVDs) are allowed by users on
school workstations/portable devices in accordance withh AUP agreements and,

Curmiculum;

E-S should be a focus in all areas of the curriculum and, should reinforce E-

Sa}%@m&w&mﬂwmoﬁlCTmﬁﬁwmwﬂum s

. ESWW%WWW@W@MMW%

. ESWMM@WWWWICTWWW

e Inlessons where internet use is pre-planned, it is best pructice that pupils should be

e Where pupils are allowed, to freely search the internet, eg using search engines, staff

. Itwmmmmwmmmmm students may,
need to research topics (eg racism, drugs, discrimination) that would normally result
in internet searches being blocked. In such a situation, staff can request that they
to do so, should be auditable, with clear reasons for the need.

* Pupils should be taught in all lessons to be critically aware of the materials/ content

* Pupils should be taught to- acknowledge the sowrce of information used and to respect

Useof digital and video-images - Photogruphic, Video;

rocomlo] Mwmmmm/ ,%”‘5‘&”’. e 4 mﬁ“’gwmwm ““W’
students/ pupils need to he awuare of the risks associated with sharing i cmd,v\nth
postmg,duyxamege&ont}wwmehoszmwgz&ma@mmwn on the

intermet forever and nwcwmhurmcrembarrassmenbtcmdundiwl&mthzshmtor
longer term. There are many reported incidents of

employers carrying
mw@gmgabomm m’mmwg mmlgt;-hrﬁwmﬂwmm

*  When using digital i should inform and. educate students/pupils about
the risks associated wi t}w%,m, Wmmoﬂ
i . ise the risks attached to publishing theur
. Sta”membersamaLLowedwwkedLgxtaL/wdwmmgz&wsuppmwuwnomL
pwrposes.
10



e Care should he taken when taking digital/video images that students/pupils are

* Pupils must not take, use, share, publish or distribute images of others without their
permission

* Photographs published on the website, or elsewhere that include students/pupils
will be selected carefully and will comply with good practice guidance on the use
of such images.

e Pupils’ full names will not be used anywhere on a website or blog, particularly in
association with photographs.

e Written permission from parents or carers will be obtained before photographs of
pupils are published on the school website (may be covered as part of the AUP
signed by parents or carers at the start of the year

e Pupil’'s work can only be published with the permission of the pupil and parents or
carers.

Dato. Protection;

Personal data will he recorded, processed, transferred and made avuailable according to
the Data Protection Act 1998 and GDPR which states that personal data must he:

FWMW

l 7

Zdeq;w&,%ammtamsm

Accurate i

K longer necessary,

E%mmwﬁewmmmwwsm

oﬁ@mmymwmmmmpxmm

Staff must ensure that they:

o At all times take care to enswre the safe keeping of personal data, minimising the
risk of its loss or misuse.

e Use personal data only on secure password protected computers and other devices,

» Trunsfer data using encryption and secure password, protected devices.

When personal data is stored on any portable computer system, USB stick or any other

 the data must be encrypted and password, protected

o the device must be password protected (many memory sticks/cards and other
mohile devices cannot he password protected)

e thedata be securely deleted, the device, in line with school policy (helow;
onw&h%nhunsﬁewedoﬂt&mi&wmpmm ( )

11



- oL
A wide range of rapidly developing communications ies' has the potential to
enhance learning. The Pollowing table shows how the currently considers the
Staff  Pupils
&

%
Allowed at certain

Allowed, for
Not allowed
Alowed

< Allowed at certain
times
Allowed with staff
Not allowed

Use of hand held v v
devices eg

nethooks, PDAs,

PSPs, iPad, iPod

Use af personal v v

email addresses in

school, or on

school network

Use of school email v v

Jor personal emails

Use of chat v v
/faciliti

Use of instant Vv v

messaging

12



Use af social v v
networking sites

Use of blogs v v

practice:

e  Where avuilable the sdwntemadsmvmmag,ba as safe and secure
and is monitored. S pupils should therefore use the school email service
woon;mumpat@wmwdwrswhmmsohoot or on systems (eg by remote
0LCCess,

e Users need to he aware that email communications may he monitored,

. Usmwwstmwnedwtelg,mportwmnmumm maccordunwmi:h,ﬂw
oﬂmmtkweatemng, mnuﬂmar@wwsbnotrespqu,w%wdmemaw

e Anydigital communication between staff and pupils or parents/ carers (email, chat,
ng}mng/PlagZonneto must he professional in tone and content. These
Personal email addresses, t@xtmzssagmg,crpubhodwb/saum}n@mmrhm}
progmnme&mustnotb@used,ﬂorthesecowwnumcatwn&

e Pupils should be taught ahout email issues, such as the risks attached to the
use of personal details. They also be taught strutegies to deal with
mmmmwmmmmmm

* Personal information should not he on the school wehbsite and only official
email addresses should be used to i memhers of staff.

13



Unsuitable/i . ivities;
The school believes that the activities referred to in the following section would be
inappropriate in a school context and users, as defined helow, should not engage in

these activities in school or outside school when school equipment or systems.
Tmmmmmmwaﬁ:&m

14



Creating or propagating computer viruses or other
Carruing out tained or instant high
Jiles) that causes network congestion and hinders
others in their use of the internet

Online gaming (educational)

Online gaming (non educational)

Online gamhling

Online shopping/commerce

File sharing

Use of sotial networking sites

Use of video broudcasting eg YouTuhe

Responding twincidents o misuse;

It is hoped that all members of the school community will be responsible users of ICT,
] or or,

infengaments f the poficy coull ke place through carles o iresponeible o vry

any apparent or actual incidents of misuse:

e I or actual misuse to involve i ivity, ie.

: }arug,wapparuw _ appears illegal activity,

e adult material which potentially breaches the Ohscene Publications Act

e criminally rocist material

* other criminal conduct, activity or materials

The

15



16



Response to anincident of concem
(A concern is raised )
v
Refer to school's designsted
child protection staff
v
What f
lllegal T Incident closed
activity is invoived? (Is counseliing or
advice requirad?)
Inappropriate
Who is involved?
Child as Staff as Staff as
yinstigator yvictim instigator
Esisblizh level of Szizblizh level of Esiablizh level of Esisblish level of
concam. concam. concermn. concarm.
v
Referto 4 Potential
Warrington - dlegsl or .child
Safeguarding . protection
? children . -
Children issues”
involved?
Board
Yes
In-school action;, |
If appropnste, designated Child Protection +
disconnect staff, Msnage sllegation
computer, seal hesd of ICT, senior manager. procedures
and stora.

Possible
legal action

v

Counseliing
Rizk assessment

E

School disciplinary and child
protection procedures.

(passible parental involvement)

17

Possible
legal action



If memhers of staff suspect that misuse might have taken place, but that the misuse is
ri%)tiLLegaL(z;iabove) it is essential that correct procedures are used to investigate,
preserve evidence and, protect those carrying out the investigation. It is recommended
carried out on a “clean’ desi computer.

It is more Ll that the school will need to deal with incidents that uwolve
i i than i misuse. It is i that incidents are dealt
Witk a2 oo a5 passible i, o propartionate manber. and that members of the <chool
community are aware that incidents have heen dealt with. It is intended that incidents
Jollows::

Students/Pupils Actions/Sanctions.
Incidents:

A to

A ing to access or

the network, '%‘/ \ \ v

A 1 to OT accessung ./ v v v
B L S

account o a 015%

C L L the data

mjonng o destroyung v VoY
Sending an emaul, text or Vv v v v v v

18



wamings or sanctions

Acuionis, wiuch, could_bring, the

mmrwﬁﬁzmm o bpeacy the

0 oo s oo e e

AWW‘#UW
| pome ¢ mat

Soco _—

e

Wl CLE:EWI’ SIT, %
WMDMPWA@

Stofp

19
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Incidents:

(see . ', wotwliv on
R P RS R TR 2Rt
WWO&I@WWM@ Vv

others to school
s e e LT
access, or accessing the school
, using another person’'s account

mwwmmmw y
data in an insecure manner

Deltherate actions to data protection
ornw/\/ork,securi.u;rtw v

Corrupting or d the ot other
o
Sending an , text or message ./
%awr%%w%%w
Using . . personal @TLOJ.L/S?UOJ« Vv
rrwsfsugmq//. to i W It'e

Aoﬂun&,%s/ ' coud compronuse the stafy ./

SR R TR SFIRTRER

’g&%jﬁg matenal and pating to report v

Deube{utegij: accessing, p‘rmw access  /

Breachung copyright or ucensing regulations. ./

Qunued  uynngements of the above, y
Apperdiices;

20

Refer to line manager
< | Refer to Head teacher

<<

<



e E-Safety Framework for schools

e Student/Pupil Acceptable Usage Policy

e Staff and Volunteers Acceptahble Usage Policy

e Parents /Carers Acceptahle Usage Policy Agreement
e School Filtering Policy

e School Password, Security Policy

e School Personal Data Policy

e School E-Safety Charter

e Legislation

¢ Glossary of terms

E-Safety Framework;

21



Acceptahle Use There is an Acceptahle The Acceptable Use Policy has | The Acceptable Use Policy has
Policy Use Policy which is used | heen developed hy the school | heen developed by all
There is an. Jor reference and shared | through its stakeholders. The | stakeholders in the school and is
A Use, wwhaxuisxgmd/bg, AUPL&sig,rwdhg,a&usmqﬂ referred to regularly and updated.
Policy which is | PArents/guardians. @[%m and The AUP is signed and has heen
used for reference | All users have heen ' adopted by all users of the
uglo'rrmcboj&tl’\w The AUP is followed by most | learning nebwork and
in the schools AUP staff. staff and is visible to all.
The AUP is not rigorously, The AUP is reviewed at least
Jollowed by learners. annually.
Designated There is o designated There is an identified E-Safety | There is an identified E-Safety,
There is o SWWWWW E-ch&@tg,dz\relopmuu&m ' Sa}ety,devdopmuu&mschoot
who is responsible
Jor E-Safety
developments in
school.
Monitoring Monitoring of deot&huveadopted,robust All recognise their commitment to
inappropriats use wduw{ugg,l&dnnaman sg,ste,m&,mfrrumﬁng,mw in keeping all safe to pursue
of technology is ad hoo hasis using regularbuswtcrsupporb pmduotwegwn&mtheuszoj}
expertise. personalisation strutegies. Monitoring is done on a regular
Network and internet access baswby,anas&gxwdpmon
issues acted upon.
Data security There is @ mandatory level of
information security required
in all schools. The school is
the guidance. Refer to Becta
Jor guidance
School There is little evidence of | There is evidence of E-Safety is fully integrated with
improvement integration of E-Safety integrution of E-Safety with othzrarw&ojlmsohmt
There is. no school improvement plan. | improvement plan.
evidence of
integration of E-
Safety with other
w'w&o;[’,tkwsdwot
Teaching and Most pupils receive E- Most users receive E-Safety All users regularly receive E-
cwriculwm Safety teaching as part | teaching as part of their Safety teaching as part of their
Some af their cwriculum. cwrriculum /professional curriculum /professional
'E-ISa}eLg, E-Safety is di i development. development.
teaching as part of | an informal and ad hoc
their cwrriculum manner.
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There is little cwrricuwlum | Teachers are referring to E- Teachers are referring to E-Safety,
support and only within | Safety in planning and in planning and, teaching.
the ICT ' 4 E-Safety is emhedded within the
E-Safety is embedded within | cwriculum for all year groups
the cwrriculum for all year and appropriate resowrces we
groups and appropriate used to- support learning. E-
resowrces are used tor support chﬂetg,t&sma&ane,\rcrt\nn@
E-Safety E-Safety resources are Appropriate E-Safety Appropriate E-Safety resources
resowrces used by some teachers to | resowrces are used by most are used, by all teachers to
E-S support their teachers to support their support their understanding and
i a%d@%msuw?;i& understanding and there | understanding and there are | there are opportunities to use a
ahfo crbr;m are opportunities to use a | opportunities to use a wide wide range of resources and the
understanding
Punil.A tahle Use PolicuA |

School Policy,
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N teduwtogw&hawbeoom@uwegmwmm ohtldzqud,gnung/pwpte/

otzs v and ot h,\res,o;e memwm
communications

mmmwmmmmm&oﬁmxtw Oj%ﬁaw,\rawarmng,

Young people should have an entitlement to safe internet access at

ThJ.s,AccepIuhlz Use Policy is intended to" ensure:

use.

e that school ICT systems and users protected from accidental or deliberute
nususeﬂwbwuldputtkwsewr@oﬁtﬁ?sgstenww@usmatmh 7

The school will try to ensure that students/pupils will have good access to ICT tor
enhance their learning and will, in retwmn, expect the students/pupils to agree to he
responsible users.

Pupil Acceptahle Use Policy Agreement
I understand, that I must use school ICT systems in a responsible way, to enswre that

there is no risk to- my, safety, or to the safety and security of the ICT systems and other
users.

For my own personal safety;

e I understand that the school will monitor my use of the ICT systems, email and
other diaital | cations.

e I will not share my password, nor will I try to use any other person's usermname

o I will he aware af “stranger danger”, when I am communicating online.

* I will not disclose or share personal information ahout myself or others when online.

e I T arrange to meet people that I have only communicated with online, I will do
so in a public place and take an adult with me.

e I will immediately report any unpleasant or inappropriate material or messages or

I understand that everyone has equal rights to use technology as a resource and:

* T understand that the school ICT systems are primarily intended for educational use
and that I will not use the systems for personal or recreational use unless I have
permission to do so.

o I will not try (unless I have permission) to- make large downlouds or uploads that
out their work.

e I will not use the school ICT systems for online gaming, online gambling, internet
shopping, file sharing, or video hroudcasting (eg YouTuhe), unless I have
permission of a member of staff to do so.

o I willactas I expect others to act toward me:

e I will respect others work and property and will not access, copy, remove or
otherwise alter any other user's files, without the owner's knowledge and
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I will be polite and responsible when I communicate with others, I will not use
strong, aggressive or inappropriate language and I appreciate that others may have
I will not take or distribute images of anyone without their permissiorn.

I recognise that the school has a responsibility to- maintain the security and integrity, of
the technology, it offers me and, to ensure the smooth running of the school:

I will only use my, personal hand held/external devices (mohile phones/USB devices
etc) in school iff I have permission .I understand that, if I do use my own devices
in school, I will follow the rules set out in this agreement, in the same way as if I
I understand the risks and will not try to- upload, downloud or access any materials
which are illegal or inappropriate or may, cause harm or distress to others, nor will
I try to use any programmes or softwwre that might allow me to bypass the
Jiltering/security systems in place to prevent access to such materials.

I will immediately report any damage or faults involving equipment or softwuare,
however this may have happened.

I wil not open any attachments to emails, unless I know and trust the
person/organisation. who sent the email, due to the risk of the attachment
containing viruses or other harmful programmes.

I will not install or attempt to install programmes of any type on a machine, or
store programmes on a computer, nor will I try to alter computer settings.

I will only use chat and social networking sites with permission and at the times
that are allowed When using the internet for resecarch or recreation, I recognise that:
I should ensure that I have permission to use the original work of others in my own
work

Where work is protected by copyright, I will not try to- downloud copies (including
music and, videos)

When I am using the intemet to find information, I should take care to check that
the information that I access is accuwrate, as I understand that the work of others
may not be truthful and may be a deliberate attempt to- mislead me.

I understand that I am responsible for my, actions, hoth in and out of school:

I understand that the school also has the right to take action against me i I am
iwolved in incidents of inappropriate hehaviour, that are covered in this agreement,
community (examples would be cyber-bullying, use of images or personal
information).

I understand that if T fail to comply with this Acceptable Use Policy Agreement, I
will be suhject to disciplinary action. This may include loss of access to the school
network/intermet, detentions, suspensions, contact with parents and in the event aof

Please complete the sections helow to show that you have read, understood and,
the rules included. in the Acceptable Use Agreement. Ia[&gnwdonotugnand,mtlmthw

agreement, access Will not he granted to- school ICT systems.
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Pupil Acceptahle Use Agreement Form

This form relates to the pupil Acceptable Use Palicy (AUP), to which it is attached.
Please complete the sections bhelow to show that youw have read, understood and agree
to the rules included in the Acceptable Use Agreement. If you do not sign and retwmn
this agreement, access will not be granted to school ICT systems.

I have read and understand the ahove and agree to follow these guidelines when:

+ I use the school ICT systems and equipment (both in and out of school)

T usemyownequipment in school (when allowed) eg mohile phones, PDAs, cameras
etc

+ T usemy own equipment out c sohmtmawaqthubn&mlatedtombxw@a,nwmw
email, learning platform, website etc.

Name af Student/Pupil

Group/Class

Signed, Date

Staff (anel Votunteer) Aceeptable Use Poticy Agreement Templette;
School Policy
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New technologies have hecome integral to the lives of children and young people in
her digital inf . v hnolosios, are oul toots, whicl

open up new opportunities for everyone. These technologies can stimulate discussion,

All users should have an enti to safe internet access at all times.

This Acceptable Use Policy is intended, to-ensure:

o that staff and volunteers will be responsible users and stay safe while using the
recreational use.

e that school ICT systems and users are protected from accidental or deliberute
misuse that could put the security of the systems and users at risk.

o that staff are protected from potential risk in their use of ICT in their everyday work.

The school will try to ensure that staff and volunteers will have good access to ICT to
retwrn, expect staff and volunteers to- agree to he responsible users.

Staff Acceptahle Use Policy Agreement

I understand, that I must use school ICT systems in a responsible way, to enswre that
there is no risk to-my safety or to the safety and security of the ICT systems and other

users. I recognise the value of the use of ICT for enhancing learming and will ensure
that students/pupils receive opportunities to gain from the use of ICT. I will, where

, educate the in care in the use af ICT and embed, E-

L, et o e <o b

For my professional and personal safety:

e I understand that the school will monitor my use of the ICT systems, email and

o I understand that the rules set out in this agreement also apply to use of school
ICT systems (eg laptops, email, learning platform etc) out of school.

e T understand that the school ICT systems are primarily intended for educational use
and that I will only use the systems for personal or recreational use within the

e I will not disclose my username or password, to- anyone else, nor will T try to- use
any other person's username and password.

o I will immediately report any illegal, inappropriate or harmful material or incident,
I hecome awure of, to the appropriate person.

I will be professional in my communications and actions when using school ICT systems:

e I will not access, copy, remove or otherwise alter any other user’s files, without
their express permission.

e I will communicate with others in a professional manner, I will not use aggressive
or inappropriate language and I appreciate that others may have different opinions.

e I will ensure that when I take and/or publish images of others I will do so with
digital/video images. I will not use my, personal equipment to record these images,
unless I have permission to do so. Where these images are published (eg on the
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school website/learning platform) it will not be possible to identify by name, or

school's policies.

I will only communicate with students/pupils and parents/carers using official
hilitios,

When I use my personal hand held/external devices (PDAs/laptops/mohile
phones/USB devices etc) in school, I will follow the rules set out in this agreement,
in the same way as if T wus using school equipment. I will also follow any
are protected by up to date anti-virus sofbwure and are free from viruses.
I will use personal email addresses on the school ICT systems inline with the
hoot | oolicies.
I will not open any attachments to emails, unless the sowrce is known and trusted,
I will ensure that my data is regularly backed up, in accordance with relevant school
I will not try to upload, downloud or access any materials which are illegal (child,
Ohscene Publications Act) or inappropriate or may cause harm or distress to others.
I will not try to use any programmes or safbware that might allow me to bypass
the filtering/security systems in place to prevent access to such materials.
I will not try (unless I have permission) to- make large downloads or uploads that
out their work.
I will not install or attempt to install programmes of any type on a machine, or
store programmes on a computer, nor will I try to alter computer settings, unless
I will not disable or cause any damage to school equipment, or the equipment
helonging to others.
I will only transport, hold, disclose or share personal information ahout myself or
others, as outlined in the School/LA Personal Data Policy. Where personal data is
I understand that data protection policy requires that any staff or student/pupil
data, to which I have access, will be kept private and confidential, except when it
is deemed necessary that I am required by law or by school policy to disclose such
I will i liatol any d or Paults invoivi . or software,
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e I will ensure that I have permission to use the original work of others in my own
work

*  Where work is protected by copyright, I will not downloud or distribute copies
(including music and videos).

I understand that I am responsible for my, actions in and out of school:

e I understand that this Acceptable Use Policy applies not only to my work and use
af school ICT equipment in school, but also applies to my use of school ICT systems
mdew%outojlsdwotm@wmo;ﬂpmonoieapmm%mschootorm

. IWW@IWWWW%AWU%PWAW I
could be subject to disciplinary action. This could include a wamning, a suspension,
referral to Governors and / or the Local Authority and in the event of illegal activities

I have read and understand the ahove and agree to use the school ICT systems (hoth
in and out af school) and my own devices (in school and when carrying out
communications related to the school) within these guidelines.

Staff/Volunteer Name

Signed,

Date

Parent/Carer Acceptoble Use. Poticy, Agreement;
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N have hecome to the lives of children and i
m%‘”m,wsmm,bmmmm, Cehaots fmd.in their Lyes utside schovl, Tho iatimat and
open up new opportunities for everyone. Thewtedmlogw&%stumuamdwmswn
promote creativity and stimulate awuareness af context to- promote j%ﬁacuva learning.
Young people should have an entitlement to safe internet access at

This Acceptable Use Policy is intended, to ensure:

. MMWWMWUMGMWS@@WWWW
use.

o that school ICT systems and users are protected from accidental or deliberate
misuse that could put the security of the systems and users at risk.

o that parents and carers are aware of the importance of E-Safety and are involved
hehaviour.

TM%@WWMWWMWW&M&WICTWWW

learning retum, expect pupils to agree to be responsible A

the Pupil Acoepxauglz UseePoucg/ls,atmdrwd, ﬂu&pumm%

pwuu&/wmmMLbzmmoj@thzsohgotexpmn&oj&ﬂwgwpprzmmwm

Parents are requested to the permission form below to show their support of the

sdwotmageu&unportanbass%oﬁm@schootswom ¥

Permission Form
Parent/Carers Name



Student/Pupil Name

As the parent/carer of the ahove Pupils, I give permission for my son/daughter to have
access to the internet and to ICT systems at school.

| know that mP/ son/daughter has signed an Acceptable Use Agreement and has
received, or will receive, E-Safety education to help them understand the importance of
safe use of ICT — both in and out of school.

| understand that the school will take every reasonable precaution, including monitoring
and filtering systems, to ensure that young people will be safe when they use the
internet and ICT systems. | also understand that the school cannot ultimately be held
responsible for the nature and content of materials accessed on the internet and using
mobile technologies.

| understand that my son’s/daughter’s activity on the ICT systems will be monitored and
that the school will contact me if they have concerns about any possible breaches of
the Acceptable Use Policy.

| will encourage my child to adopt safe use of the internet and digital technologies at
home and will inform the school if | have concerns over my child’s E-Safety.

Signed Date
Schoot Filtering Poticy,
Rationale
The filtering of internet content provides an important means of preventing users from
accessmg,mc?%eertlwbwwlegaLorwuwppmpnatQmm z educational context. The
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Jiltering system cannot, however, a 100% guaruntee that it will do so. It is

therefore important that the school [letenng/poucg,wnwnagzﬂwas&raated,mk&
and to provide preventative measwres which are relevant to the situation in this school.

Asmpuxtoj&tthor&LW%LGndd{germw(NWG}L)sohml&Mwlmm
L all . . ! Piltort ice, with
some flexibility for changes at local level. %o

Purpose

To;
. saJZety, oedums,thub the safe guard

e enswre when filter if breached it is logged and monitored
e to monitor the effectiveness of the filter and supporting processes
R ihiliti
W the management of mmswmmmwa
r%r hey will manage the school filtering, wwhtlu,s/poiwg,and,

To enswe there 185 a

responsible, WWWWW%MWWW

 bhe logged in change control logs
+ be reported to a second responsible person (Designated child protection person):
. m@mwmmmwamwmmmwwm

. bzrepmﬁwﬂwSa}aGuwdm@memmmﬂwﬁmoﬁmmoﬁmdmgz

A&mW@WWWWa@WESWmWW

U must not attempt to programmes or software that might allow them to
%WW/WWmmwmmwmmm
Education/Training/Awureness,
lemmmwmojmumommmsymehﬂwE Safety

education They will also be to
. WWAUP
« induction training,

- staff meetings, briefings, Inset.

PmWﬁW?@%MsWMWWAWUw

Changes to the Filtering System
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' mwwwmmmﬂw%mwm%

pupils are currently engaged, in.
. Th@sdwotdeaMwacces&wsoanenkang,sm(orotherspea}wsue&

. De)sxgno,ted,Chud,Proteotwnoﬂwerdeb@Uw second responsible person involved,
in providing checks and halances ( pre}erubl,g,tlmwdl,beatmm request, but

+ Net work Manager/ E-Safety co-ordinator will keep
sampling of handheld devises, breaches in the and,mg%ntao;ﬁE

SWWMWWWWWWSG}@GW@W
Users who gain access to, whmmkrwmdedgaoj&othm&bwablzbcm swas/w‘rudb

that yj;@slwuid/b,a&ltere,d, un}di:emd,)aLWamng,tonL@mL threspmwblepmrb
E- Sa}etg,ccr ordinator should contact the ICT Help Desk with the URL.

100% protection against access to unsuitable sites.
as indicated in the School E-Safety Policy and the Acceptable Use

agmemznb Momiormg,wdl,takepiacea&}ouows
e Random sampling of handheld devises and work stations

e Specialist softwure programme checks ( to be purchased)
Audit/Reporting,
+  Safeguarding Committee
+ Local Authority on request
TM%WWMWWWWWWWWWW

Scheot Password Securify, Poticy,

The school will be responsible. that the school infrastructure/network is as
sa}ew@swma&wrwsonﬁﬁ&%& A safe and secure username/
system is essential i the ahove is to be estahblished and will apply to all school ICT

systems, including email and Learning Platform.
Purpose;

+ no user should he able to access another’s files, without permission (or as allowed,

Jor monitoring purposes within the school's policies).
- access to personal data is securely controlled, in line with the school's personal data
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Broud Guidelines
The management of the password security, policy, will be the responsibility, of Nebwork Manager and,

Business M

All adults and young people) will have responsibility for the security of their

details and must immediately report w,spw,on evidence that there has
E:e%‘bm(;mmojisecuw WMLe,xce,puUruona, o

Passwords for new users, ww,replummpuswmrd&ﬁoremung,umcanba
of s manager. %

Users will change their passwords every Term

Training/Awureness,

Members of staff will be made awuare of the school's password policy:
+ at induction

» through the school's E-Safety policy and password security policy
« through the Acceptahle Use Agreement

Pupils will be made awure of the school's password, policy:
+ i ICT and/or E-Safety lessons

+ through the Acceptahle Use Agreement

Policy Statements

All users will have clearly defined access ris to school ICT systems. Details of the
access rights avuilable to groups of users he recorded by the Network Manager (or
other person) and will be reviewed, aLLeasLannua,Uy, by the E-Safety Committee (or
other group).

All users will be provided with a usermame and password by network manager who
w%heepmwpwmrmdoﬂmmmurmm%mwﬂb@mwmw
change their password every term.

The administrator the school ICT used, by the Network M

it also be avelable 1 the Head feacher or offer nominated. senior loader andt bapt
in o secure (eg school safe). Alternatively, where the system allows more than
one master/ administrator log-on, the Head teacher or other nominated senior leader

should be allocated those master/administrator rights. A school should never allow
one user to have sole administrator access.

Audit/Monitoring/Reporting/Review

The responsible person will ensure that full records are kept of:
+ UserIds and requests for password changes

+ Userlog-ons

« Security incidents related to this policy

In the event serious security incident, the police request and will be allowed,
aréces&wpm?;%rd&usedﬁormagpmn e
Local Authority Auditors also have the right of access for audit investigation purposes
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User lists, IDs and other security related information must he given the highest security
dassantdstoredmwswmmmw

'gthm rewrd&mubs,;e\t;m;mmw (E-Safety co-ordinator; Safeguarding Committee
TMWWMWWMWMM@WWWWMWM
Schoot Personal Data, Hanelling, Potiey,

Rationale

Schools should do everything within their power to enswre the safety and security
any material of a personal or sensitive nature (Becta - Good Practice in i ¥

hundwlg/msdwo{s, keeping data secure, safe and legal — Sept 2008).

It is the responsibility, Sﬁ% memhers of the school community to take care when

handlmgusm@or personal data that it can not be accessed by anyone
who does not:

+ have permission to access that data

+ need to have access to that data.

Any loss of personal data can have serious effects for individuals and/or institutions
concerned, can bring the school into disrepute and may well result in disciplinary
awmbami,/orcnnunal,pmszwm All trunsfer of data is subject to risk of loss or

Améomwhxrhas/a,cces&w personal data must know, understand and adhere to this
Mﬂudbbrmg&togwwm@aﬁul/ requirements contained in relevant data
i and relevant guidance from the Local Authority.

The Data Protection Act (1998 down rules for processing of personal data
both%mdmmﬁ@mcgg dxg%u}jrg:ord&y? %W (data
op)erbabouthox.fﬂwl&uszdand,w mmww)

Purpose
To;
e Ensure the integrity and safety of personal data from any unauthorised access

e To state clearly the schools position and procedures on personal data
management
e To safeguard personal data from all those who do not have a need and
permission to access it
Policy Statements
The school will hold the minimum personal to enable it to
porform. s unction. anhinformasion il be eraseh omce the nesdto hotd it has passedt

E effort will be made to ensure that information is accurate, up to date and that
MWWWW@W

All data will be fairly obtained in accordance with the “Fair Processing Code’
lawpully, processed in accordance with the “Conditions for Processing’.

Personal Data
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The school and individuals will have access to a wide range of personal information
and data. Th@daﬂxmag,beheld,mdigmtﬁamwboronpapzro%ecord& Personal data
is defined as any, combination of data items that identifies an individual and
speu}to@amwﬂmabuubﬂwm their families or circumstances. Thwdemdudz

+ Personal i about memhbers of t}wsch(rotommwrutg, mdudm,g,P
guardianship/contact details, hp,abth, re,cord&

+ Cuwrricular/ academic data eg class lists, puplengﬂZ&&rQCOTd& reports, references

»  Professional record,s, employment history, taxation and national insurance

. AWWW?LS%WMWWW/MWWWW

vz&gnemﬂwsdwothu&ﬂwm&pum@l@oﬁhandlmgmv&dedwsm@md%m

and secure manner.
Governors are ired to- comply with this policy in the event that they have
access to datw,mrhmeng%mthwmi&a&wGW
Registration
The school is registered as a Data Controller on the Data Protection Register held by,
the Information Commissioner. (schools are responsible for their own registration)

Infonnahmw Parents/Carers- the “Fair Processing Notice”

Undertlw FourP requirements in the Data Protection Act, the school will
/sw,d,ents,tm mduta,ts/held/and,thatmrd/pamzs,(@g,LA

DCSF, QCA, Comw/mn&@to)ww‘rwm,wmag,bzpassw This fair processing notice

wﬂLbapussethcrpamnI&/camtm’ngh Prospectus, a specific letter and newsletters
.Parents/carers of young people who are new to the school will be provided with the

Jair processing notice through the school prospectus.

information to Connexions, MW&WWMQMWWWM@
the introduction of Contact Point. A new specimen FPN is avuilable for 2008/9.
Schools are advised to contact their Local Authority for local versions of the Fair

Processing Notice.

Training & awureness

AlL will receive data handling awuareness/data protection training and will be
nm;bwwmmoj&t}wr%pmwum as described in this policy through:

. Stafp meetings/briefings/Inset

+ Day to day support and guidance from Information Asset owners

Secure Storage of and access to-data

The school will ensure that ICT systems are set up so that the existence of protected,

files is hidden from unauthorised users and that users will be assigned a clearance that
will determine which files are accessible to them.

All users will be given secure user names and strong passwords which must be changed,
r@gularlg/Usernames,and,pussword&nuwbnwbzs}mmd
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Personal data may only be accessed on machines that are password, protected.

Ang,dwmﬂwtmbzuswwmdatamtbawoked,g& (even for very short
)wqd,setwauwlodeﬁnotufsed,}orﬁwenumue&

media must be stored in an secure and safe environment that
risk, loss or electronic iom.

Personal data can he stored on school equipment (this includes computers and,

media). Private equipment owned by the users) must not he used.
pm wmmd,mang,p,crtabgzim’rmuw% USI?’:sndeGrang,oﬂwr

+ the data must be securely deleted from the device, in line with school policy, (helow)
onwitha&bemtrww}ermdorit&mi&complete

and, restoring all data held on school systems, including hackups. (the school
WWWW%MMWW%W@%%@ICTMM)

The school recognises that personal data be accessed by users out of school,

trwxs}ermd/thwLA or other agencies. Im%amumtwwgg ¥ "
+ Users may not remove or copy sensitive or personal data from the school or
authorised premises without permission and unless the media is encrypted and
password protected and is transported securely for storuge in a secure location.
Users must take particular care that computers or removuble devices which contain
personal data must not be accessed by other users (eg family memhers) when out
af school.
example, by a teacher or pupil working from their home or a contructor) they must
have secure remote access to the management information system (MIS) or learning
platform.

. Ummtmomwwwmmmdmdm,ummm@mzdim used to store

. Pmmmmm$duml&mwummdwamtmwm@
particularly outside Europe, and advice should be taken from the local authority in
this event. (nh. to carry encrypted material is illegal in some countries)

(Schools will find detailed guidance on data encryption in the Becta document “Good

pracuwum hundlmg,umsdwvla DamEncrgpIAm mwmwm
dpiztwn)
Disposal of dato

';Woﬂpmwmm MWWWW,WMWM

overwritten, umacocrrdunwwvthgukunentgmdwm see readmg,sectmmjlor

re}erm tO’ the Cahinet Office guidance), other median must he shredded,
di&hi@gmxed‘jlordm

37



Audit Logging/Reporting/Incident Handling
As/med, by the “Data waung_medh% in Government” WB@W%

example. Specific security events should be archived, retained at evidential i
Jor seven years.
(Schools will find detailed gui on audit ing in the Becta document “Good,

in ing in schools - i ing and, incident -a
pracice innfermation honding inschoele i oygingend incident handing
he school has a poli ing, ing and recovering from information risk
line with that of their LA, and add details here)

+ a “responsible person’ for each incident

+ o communications plan, including escalation procedures

+ and results in a plan of action for rapid resolution and

+ a plan of action of non-recwrrence and further awareness raising.
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Further reading

eadw,mzt and,

T Datcuproce/ssulg, sharing - )

Oﬂtceojitlwln}ormu,twnCowu’msswwwebsuui

h&iMWQL
b;j&tlwln}o;mgﬂon(iomussww guidance notes: Access to pupil’'s information

%Wf%isﬁmud%%apmm (Seplibembu2008) duta secure, s

http://schools.becta.org.uk/uploud-dir/downlouds/information handling.pdf

http://schools.becta.org.uk/upload-

dir/downlouds)inf ion, handling i levels.pdf

http://schools.becta.org.uk/uploud-dir/downlouds/data encryption.pdf

http://schools.becta.org.uk/upload-dir/downlouds/audit logging.pdf

Cabinet Office - Data handing procedures in Government - a final report (June 2008)
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E-Safety— A School Charter for Action

Name of School

Name of Local Authority

We are working with staff, pupils and parents/carers to create a school community
which values the use of new technologies in enhancing learning, encourages
responsible use of ICT, and follows agreed policies to minimise potential E-Safety
risks.

Our school community
Discusses, monitors and reviews our E-Safety policy on a regular basis. Good
practice suggests the policy should be reviewed annually or at most every two
years.

Supports staff in the use of ICT as an essential tool for enhancing learning and in
the embedding of E-Safety across the whole school curriculum.

Ensures that pupils are aware, through E-Safety education, of the potential E-
Safety risks associated with the use of ICT and mobile technologies, that all E-
Safety concerns will be dealt with sensitively and effectively; that pupils feel able
and safe to report incidents; and that pupils abide by the school’s E-Safety policy.

Provides opportunities for parents/carers to receive E-Safety education and
information, to enable them to support their children in developing good E-Safety
behaviour. The school will report back to parents / carers regarding E-Safety
concerns. Parents/carers in turn work with the school to uphold the E-Safety policy.

Seeks to learn from E-Safety good practice elsewhere and utilises the support of
the LA, NWGTfL and relevant organisations when appropriate.

Chair of Governors

Head teacher

Pupil Representative

40



Legislation;

Legislative framework under which this E-Safety Policy and guidance has been
produced. It is important to note that in general terms an action that is illegal if
committed offline is also illegal if committed online.

It is recommended that legal advice is sought in the advent of an e safety issue or
situation.

Computer Misuse Act 1990;

This Act makes it an offence to:

» Erase or amend data or programs without authority;
« Obtain unauthorised access to a computer;

» “Eavesdrop” on a computer;

« Make unauthorised use of computer time or facilities;
« Maliciously corrupt or erase data or programs;

» Deny access to authorised users.

Data Protection Act 1998;

This protects the rights and privacy of individual’s data. To comply with the law,
information about individuals must be collected and used fairly, stored safely and
securely and not disclosed to any third party unlawfully. The Act states that person
data must be:

» Fairly and lawfully processed.

* Processed for limited purposes.

» Adequate, relevant and not excessive.

» Accurate.

* Not kept longer than necessary.

* Processed in accordance with the data subject’s rights.

+ Secure.

* Not transferred to other countries without adequate protection.

Freedom of Information Act 2000

The Freedom of Information Act gives individuals the right to request information held
by public authorities. All public authorities and companies wholly owned by public
authorities have obligations under the Freedom of Information Act. When responding
to requests, they have to follow a number of set procedures.

Communications Act 2003

Sending by means of the Internet a message or other matter that is grossly offensive
or of an indecent, obscene or menacing character; or sending a false message by
means of or persistently making use of the Internet for the purpose of causing
annoyance, inconvenience or needless anxiety is guilty of an offence liable, on
conviction, to imprisonment. This wording is important because an offence is complete
as soon as the message has been sent: there is no need to prove any intent or
purpose.

Malicious Communications Act 1988

It is an offence to send an indecent, offensive, or threatening letter, electronic
communication or other article to another person.
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Regulation of Investigatory Powers Act 2000

It is an offence for any person to intentionally and without lawful authority intercept any
communication. Monitoring or keeping a record of any form of electronic
communications is permitted, in order to:

+ Establish the facts;

» Ascertain compliance with regulatory or self-regulatory practices or procedures;

+ Demonstrate standards, which are or ought to be achieved by persons using the
system;

» Investigate or detect unauthorised use of the communications system;

* Prevent or detect crime or in the interests of national security;

» Ensure the effective operation of the system.

* Monitoring but not recording is also permissible in order to:

* Ascertain whether the communication is business or personal;

* Protect or support help line staff.

* The school reserves the right to monitor its systems and communications in line
with its rights under this act.

Trade Marks Act 1994

This provides protection for Registered Trade Marks, which can be any symbol (words,
shapes or images) that are associated with a particular set of goods or services.
Registered Trade Marks must not be used without permission. This can also arise from
using a Mark that is confusingly similar to an existing Mark.

Copyright, Designs and Patents Act 1988

It is an offence to copy all, or a substantial part of a copyright work. There are,
however, certain limited user permissions, such as fair dealing, which means under
certain circumstances permission is not needed to copy small amounts for non-
commercial research or private study. The Act also provides for Moral Rights, whereby
authors can sue if their name is not included in a work they wrote, or if the work has
been amended in such a way as to impugn their reputation. Copyright covers materials
in print and electronic form, and includes words, images, and sounds, moving images,
TV broadcasts and other media (e.g. YouTube).

Telecommunications Act 1984
It is an offence to send a message or other matter that is grossly offensive or of an
indecent, obscene or menacing character. It is also an offence to send a message that
is intended to cause annoyance, inconvenience or needless anxiety to another that
the sender knows to be false.

Criminal Justice & Public Order Act 1994

This defines a criminal offence of intentional harassment, which covers all forms of

harassment, including sexual. A person is guilty of an offence if, with intent to cause a

person harassment, alarm or distress, they: -

» Use threatening, abusive or insulting words or behaviour, or disorderly behaviour;
or

» Display any writing, sign or other visible representation, which is threatening,
abusive or insulting, thereby causing that or another person harassment, alarm or
distress.

Racial and Religious Hatred Act 2006

This Act makes it a criminal offence to threaten people because of their faith, or to stir
up religious hatred by displaying, publishing or distributing written material which is
threatening. Other laws already protect people from threats based on their race,
nationality or ethnic background.

Protection from Harassment Act 1997
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A person must not pursue a course of conduct, which amounts to harassment of
another, and which he knows or ought to know amounts to harassment of the other. A
person whose course of conduct causes another to fear, on at least two occasions,
that violence will be used against him is guilty of an offence if he knows or ought to
know that his course of conduct will cause the other so to fear on each of those
occasions.

Protection of Children Act 1978

It is an offence to take, permit to be taken, make, possess, show, distribute or advertise
indecent images of children in the United Kingdom. A child for these purposes is anyone
under the age of 18. Viewing an indecent image of a child on your computer means that
you have made a digital image. An image of a child also covers pseudo-photographs
(digitally collated or otherwise). A person convicted of such an offence may face up to
10 years in prison

Sexual Offences Act 2003

The new grooming offence is committed if you are over 18 and have communicated with a
child under 16 at least twice (including by phone or using the Internet) it is an offence to
meet them or travel to meet them anywhere in the world with the intention of committing a
sexual offence. Causing a child under 16 to watch a sexual act is illegal, including looking
at images such as videos, photos or webcams, for your own gratification. It is also an
offence for a person in a position of trust to engage in sexual activity with any person under
18, with whom they are in a position of trust. (Typically, teachers, social workers, health
professionals, connexions staff fall in this category of trust). Any sexual intercourse with a
child under the age of 13 commits the offence of rape.

Public Order Act 1986

This Act makes it a criminal offence to stir up racial hatred by displaying, publishing or
distributing written material which is threatening. Like the Racial and Religious Hatred
Act 2006 it also makes the possession of inflammatory material with a view of releasing
it a criminal offence. Children, Families and Education Directorate page 38 April 2007.

Obscene Publications Act 1959 and 1964,
Publishing an “obscene” article is a criminal offence. Publishing includes electronic
transmission.

Human Rights Act 1998

This does not deal with any particular issue specifically or any discrete subject area
within the law. It is a type of “higher law”, affecting all other laws. In the school context,
human rights to be aware of include:

* The right to a fair trial

» The right to respect for private and family life, home and correspondence

* Freedom of thought, conscience and religion

* Freedom of expression

* Freedom of assembly

» Prohibition of discrimination

* The right to education

These rights are not absolute. The school is obliged to respect these rights and

freedoms, balancing them against those rights, duties and obligations, which arise
from other relevant legislation.

The Education and Inspections Act 2006;

Empowers Head teachers, to such extent as is reasonable, to regulate the behaviour
of students/pupils when they are off the school site and empowers members of staff
to impose disciplinary penalties for inappropriate behaviour.

Glossary of terms
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AUP

Becta

CEOP

CPD
CYPS
DCSF
ECM
FOSI
HSTF
ICO

ICT
ICTMark
INSET

Acceptable Use Policy — see templates earlier in this document

British Educational Communications and Technology Agency (Government
agency promoting the use of information and communications technology)

Child Exploitation and Online Protection Centre (part of UK Police,
dedicated to protecting children from sexual abuse, providers of the Think
U Know programmes.

Continuous Professional Development

Children and Young Peoples Services (in Local Authorities)
Department for Children, Schools and Families

Every Child Matters

Family Online Safety Institute

Home Secretary’s Task Force on Child Protection on the Internet
Information Commissioners Office

Information and Communications Technology

Quiality standard for schools provided by Becta

In Service Education and Training

IP address The label that identifies each computer to other computers using the IP

ISP
ISPA
IWF
JANET

KS1

LA
LAN

Learning

Platform
LSCB
MIS
MLE

(internet protocol)

Internet Service Provider

Internet Service Providers’ AssociationStree
Internet Watch Foundation

Provides the broadband backbone structure for Higher Education and for
the National Education Network and RBCs.

Key Stage 1 (2, 3, 4 or 5) — schools are structured within these multiple age
groups eg KS3 =years 7 to 9 (age 11 to 14)

Local Authority
Local Area Network

A learning platform brings together hardware, software and supporting
services

to support teaching, learning, management and administration.
Local Safeguarding Children Board
Management Information System

Managed Learning Environment
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NEN

Ofcom

Ofsted

PDA

PHSE

RBC

SEF

SRF

NWGTL

TUK

VLE

WAP

National Education Network — works with the Regional Broadband
Consortia (eg NWGfL) to provide the safe broadband provision to schools
across Britain.

Office of Communications (Independent communications sector regulator)
Office for Standards in Education, Children’s Services and Skills

Personal Digital Assistant (handheld device)

Personal, Health and Social Education

Regional Broadband Consortia (eg SWGfL) have been established to
procure broadband connectivity for schools in England. There are 10 RBCs
covering 139 of the 150 local authorities:

Self Evaluation Form — used by schools for self evaluation and reviewed by
Ofsted prior to visiting schools for an inspection

Self Review Form — a tool used by schools to evaluate the quality of their
ICT provision and judge their readiness for submission for the ICTMark

North West Grid for Learning — the Regional Broadband Consortium of NW
Local Authorities — is the provider of broadband and other services for
schools and other organisations in the NW

Think U Know — educational E-Safety programmes for schools, young
people and parents.

Virtual Learning Environment (a software system designed to support
teaching and learning in an educational setting,

Wireless Application Protocol
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