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Trust Prayer:

We thank you, God of Love, for the gift of children,
bless the work of our Trust, that in all we do
young people may grow in wisdom and stature,

and so come
to know you,
to love you
and to serve you,
as Jesus did.
We make our prayer in his name who is God
with you and the Holy Spirit, now and for ever.



Rationale;

E-Safety encompasses the use of new technologies, internet and electronic
communications such as mohile phones, collahoration tools as well as those more
regularly thought of such as computers, laptops and tablet devices. It highlights the
safeguards and awareness for users to enable them to control their online experience.
The previous “E-Safety Commitment’ has heen extensively revised and will now be
named the Schools' E-Safety Policy to reflect the need for us to further ruise awureness
of the safety issues associated with electronic communications as a whole.

As with all other potential risks, it is impossible to eliminate those risks completely. It
is' therefore essential, through good educational provision to build students’/pupils
resilience to the risks to- which they may be exposed, so that they have the confidence
and skills to face and deal with these risks.

We, as a school must demonstrate that we have provided the necessary safeguards to
help ensure that we have done everything that could reasonably be expected to manage
and reduce these risks. The E-Safety policy that follows explains how we intend to do
this, while also addressing wider educational issues in order to help young people (and
thwpurerw&/carers) wbzrespon&biausarsand,sm&;,sa}emmuausmg,thzmmm

The school's E-Safety policy will operate in conjunction with other policies including
(but not limited to), those for Student Behaviour, Bullying, and cwriculum

Puwrpose;
e Ensuwre that children and young people are able to use the internet and related

e A school E-Safety policy should help to ensure safe and appropriate use.

e To iwolve all stakeholders in the develop and implementation a safe usage
strategy,

. Tomemmmmmmmmmmwmmm
standards pmmotzpupd/studerwaduwwnznt

e To educate the the new that

o Access to illegal, harmful or inappropriate images or other content.
o Unauthorised access to/loss gf/sharing of personal information.

o Therisk of being suhject to- grooming by those with whom they make contact
on the internet.

o The sharing/distribution of personal images without an individual’'s consent
or knowledge.



Inappropriate communication/ contact with others, including, strungers.
Cyher-bullying.

Access to unsuitable video/ internet games.

An inahility to evaluate the quality, accwracy and relevance of information
on the internet.

Plagiarism and copyright infringement.

o Ilegal downlouding of music or video files.

o The potential for excessive use which may impact on the social and
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Scope;

volunteers, parents/ carers, visitors, community users) who have access to and are users
af school ICT systems, hoth in and out of school. The Education and Inspections Act
2006 empowers head teachers, to such extent as is reasonable, to regulate the
to impose disciplinary penalties: for inappropriate bhehaviour. This is pertinent to
incidents of cyber-bullying or other E-Safety incidents covered by this policy, which
may take place out of school, but is linked to- memhership of the school. The school
bullui licios,

Roles and Responsihilities.

The following section outlines the roles and responsihilities for E-Safety of individuals
and groups within the school:

Governors:

Governors are responsible for the approval of the E-Safety Policy and for reviewing the
eoffectiveness af the policy. This will be carried out by the Governors’ Education Sub
C . . lar inf . I E-Safety, incidents.

Head teacher and Senior Leaders:

+ The Head teacher is responsible for ensuring the safety (including E-Safety) of
memhers of the school community, though the day to day responsihility for E-Safety,
will be delegated to the E-Safety Coordinator. At this time the E-Safety Coordinator is
the Behaviour Lead - Mrs Wall Assistant Head Teacher.

 The Head teacher/Senior Leaders are responsible for ensuring that staff receive
suitable CPD to enahble them to carry out their E-Safety roles and to train other
colleagues, as relevunt.



« The Head teacher/Senior Leaders will support those in school who carry out the
internal E-Safety monitoring role. This is to provide a safety net and also support to

+ The Head teacher and another memhber of the Senior Leadership Team/Senior
Management Team should be aware of the procedures to be followed in the event of a
serious E-Safety allegation being made against a memher of staff. (see WBC flow chart
on dealing with E-Safety incidents - included in o later section — “Responding to
incidents of misuse’ and relevant Local Authority HR/disciplinary procedures).

Designated E-Safety Coordinator:

* Reports to the safeguarding committee.

) WWWW%E S%WM ol i

e Ensuwres that all are awwre of the procedures that need to be followed in the
event of an E- Sa}d@smgmudwwh%pluw

Provides training and advice for staff.

Liaises with the Local Authority.

Liaises with school ICT technical staff.

Receives reports of E-Safety incidents and creates a log of incidents to inform future

E-Safety developments.

* Meets regularly with E-S Governor (S ing Governor) to discuss current
issues, review incident and Jldtermg/ change control logs (Safeguarding
Comnuttee)

* Reports regularly to Senior Leadership Team.

Network Manager/ Technical steyff:

The Network Manager is responsible for ensuring:

 that the school's ICT infrustructwre is secure and is not open to- misuse or malicious
attack

 that the school meets the E-Safety technical requirements as advised by Becta and
the Acceptable Use Policy. ¥

* the school's filtering poticy, is applied and updated on a regular hasis and that its

thzsuLe/rwpun,swatg, single person
e that they keep up Lslt“ftwtd,amwutl‘uES Yo are in order to effectively

carrg,outtfw,{rE Safety role and to i omd others as relevant

e that the use of the network/Learning Platform/remote access/email is
nwmmredmogrdzrthatamg/nu&we/aﬁzmptedwsuwmbempurwdwﬂw

safeguarding committee for investigation/ action/sanction
. MWW/WWWWMMW%WW

Teachingand Support Staff;
. wwmmwﬁdmwmoﬁEsmmmeBﬂme
* they have read, understood and signed the school Staff Acceptahle Use Policy (AUP)
. the ordinator/Head
ﬂwgmw&%dmmmwmw E-Safety Co- /H
5



digital communications with students/ emmL/Learmng,PloI}mm should be
ona,pmjieszswrwiwfdand,mﬂlg,w sgsterrl)&
E- Sa}etg,w&w&amembeddedmauaspza&o;ﬂthammmmschont

students/ pupils understand and follow the school E-Safety and acceptable use

students/pupils have a good understanding of research skills and the need to- avoid

they monitor ICT activity in lessons, extro-cwrricular and extended school activities
aware of E-Safety, issues related to the mohile phones, cameras and
policies with regard to these devices

mLesson&whmmtemetu&e,us, shnuldb@ tcrsues,chuhed,
searches

The Prevent message is adhered to when considering intermet usage. All staff

are expected to familiarise themselves with these issues first by familiarising
themselves with the school's safeguarding policy and the document ‘Keeping

Children Safe in Education .
https://www. gov. uk/government/uploads/system/uploads/attachment data/

/ile/478686//(eep£ng/ children, safe in_education.pdf Should they have any

concerns regarding issues pertinent to the prevent agenda or indeed wider
) lina | , they should follow the process outlined for raising i
in the school's policy.

DSL/Chilel Protection Officer;
should be trained in E-Safety issues and be awure of the potential for serious child
pmtedumwssue&tcrawseﬁmm

(E-Safety) Committee;

MW@@WWM@@WWWLWE Safety Coordinator with:

the production/review/ monitoring of the school E-Safety policy/documents.
the production/ review/monitoring, of. the. school, iltering, poli

responsible  the school ICT systems in accordance with the P
AWMUS@P% thgg,debe@xpmd/wu;gnbeﬁombmng, ax;:mf*'b
school systems. (at KST wwould,b@expzctzdﬂmbpumt&/cwmwould,sxgnon
(o7 to
need, understand the importance reporting, abuse, misuse access
to to
uwppmpnamnwwwl&and,kxwwhnwot%rduw 4


https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/418686/Keeping_children_safe_in_education.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/418686/Keeping_children_safe_in_education.pdf

e will be expected to know and understand school policies on the use of mohile
phones, digital camerus and hand held devices. Thmg,skwuld,alsckrwwam,
e should understand the importance agad,opnng,gﬂod,E Sojetg,pracucew‘rmufsmg/

Parents/Carers;

Parents/Carers a crucial role in ensuring that their children understand the need
to use the internet/mohile devices in an appropriate way. Research shows that many
pw%wﬂwmwmﬂw@wmmmwmmmemmdmm
use of ICT than their children. Thesdwntdet}wreJZommk@everg,oppmuwwhdp
parents understand these issues through parents ewvenings, newsletters,
website/Learning Platform and information ahout national/local ESaJZetg,
campaigns/ literatwre. Parents and carers will be responsible for:

» endorsing (by signature) the Student/Pupil Acceptable Use Policy,
* accessing the school website/ latform/pupil records in accordance with
thzrdWdewULAcceptabwL% "

Community Users;

Community Users who access school ICT systems/website/Leaming Platform as part

the Extended School provision will be expected to a,Conmu,uuty,UserAUPbpjom
%mmmwmm san

Policy Statements
Pupils;

Whilst and technical solutions are very important, their use must be

halanced .
balan %ﬂWmemeawgag; Th@edumhmojlm
and, people need the help and support of the school to recognise and avoid, E-

Mbuudthwresm ESaJZ@tg,eduoanon\mlLbepmwdedJmm@

e A pJnnnszSaJZetg,pmgmnmshUuld,bzpmwdzda&pwtoj&ICT/PHSE/other
lessons and should be regularly revisited - this will cover hoth the use of ICT and

* Key E-Safety messages should he reinforced as part of a planned programme of
assemblies and tutorial/ pastoral activities

» Students/pupils should he taught in all lessons to he critically awwre of the
materials/content they access online and he guided to vulidate the accwracy of
ing .

* Pupils should he helped to understand the need for the pupil AUP and encouraged,
to adopt safe and responsible use of ICT, the internet and mohile devices hoth

* Pupils should be taught to acknowledge the source of information used and to
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* Rules for use of ICT systems/internet will be posted, in all rooms,
o Staff should act as good role models in their use of ICT, the internet and mohile
devices

Parents/care&
any parents and carers have only wnd,zrsta,nd,uta: E-Safety risks and
mwmwmwmmmm O;Bduldmnand,mthe

monitoring/ regulation the children's online experiences. Parents often either
W%wmwwm%ﬁmwwmmwpwmwmm

potentially harmful and inappropriate material on the internet and often unswre
about what they would do about it. mefmgmmwmw%n (Byron
Report).
TM%WWWWWWWWWWWW
carers through:

o Letters, newsletters, weh site, digital signage, Class dgjo

e Parents evenings

Extended Schoots;

The school will offer ily learning courses in ICT, media literacy and E-Safety so
that d'umy abﬁterurdmtandmgoj&thmw&w&

Messagzswmpublwamund safety, also be targeted towards grandparents
and,ot}wrrelm:wes,as,mu,as,@parent& Everyone has a role to play in empowering
children to stay safe while they enjoy MWWWG&IL@W&
responsihility to keep children safe in the non-digital

Education.& Training,
Stofy;
It is essential that all receive E-Safety truini and understand their

. ApJnnnzdpmgmwmoj&}omeE—Sa}e@VuanwﬂLbzmadzawﬂubl@wsmﬁ.
An audit of the E-Safety training needs of all staff will be carried out regularly.
o Al new staff should receive E-Safety truining as part of their induction programme,

ensuring that they fully understand the school E-Safety policy and Acceptable Use
Policies

o The E-Safety Coordinator will receive regular updates through attendance at
LA/other inf ion/traini . and by reviewi o l
released by BECTA/WBC and, others.

 This E-Safety policy and its updates will be presented to and discussed by staff in
staff/team meetings/INSET days.

e The E-Safety Coordinator will provide advice/guidance/training as required to
individuals as required



Govemnors;

Governors should take part in E-Safety training/mwareness sessions, with

c]lorﬂwsaWammember&ojlwcmmmﬁee/gmxpmvoiMmICT/E—
%aﬂds@@/dwd,mm This may be offered in @ number of wuys:

e Attendance at truining provided by the Local Authority/National Governors
Association or other relevant organisation.

* Participation in school training/information sessions for staff or parents
E- safety in the cwriculum

AtGlazeburg,CE Primary E- safety is taught every half term within owr computing
cwriculwm, which can be found on owr website. We also have a Remote L

earning
Policy, Mudvr@[ect&t}rw/E saje@asped,o;ﬁlearmng/rwwtdg,be}mmhgnw Please

Technical- inf - fltering and moritor

The school will be responsible for ensuring that the school infrustructure/ nebwork is as
sa}awtd,secma&wrwsmuﬁg and that policies and procedures approved
within this policy are It will also need to ensure that the relevant

Wmmmmmm%mwmwmeEsw
responsibilities:

School ICT systems will he managed in ways that ensure that the school meets the E-Safety,
technical requirements outlined by, Becta and the Acceptahle Usage Policy,

e School ICT must be regularly, updated to ensure up-to-date anti-virus
and Mi Windows Security Updates are installed. Essem:wl,soﬁwamua Acrohat
Reader, F Player, Java, Internet Explorer, Smarthoard etc. must be kept current.

e There will be regular reviews and audits of the safety and security of school ICT systems
 Servers;, wireless systems and cabling must be securely located and physical access

e All users will have clearly defined access rights to school ICT systems. Details of
the access rights avuilable to groups of users will he recorded by the Network
Manager and Business Manger and will he reviewed, at least annually, by the
Safeguarding Committee

e Al users will he provided with a username and password to access the school
network by (E-Safety co-ordinator and Business manager who will keep an up to
date record of users and their usernames. Users will be required to change their
password every term.

e The “master/administrator” passwords for the school ICT system, used by the
Network Manager and Business Manager must also be available to the Head teacher
or other nominated senior leader and kept in a secure place (eg school safe)

e School Data should he securely managed when taken off the school site using

* Users will he made responsible for the security of their username and password,
must not allow other users to access the systems using their log on details and
must immediately report any suspicion or evidence that there has been a hreach of
security.



Warrington Borough Council.
In the event of the Network Manager (or other person) needing to switch off the

Jiltering for any reason, or for any user, this must he logged and carried out by a
process that is agreed by the Head teacher (or other nominated senior leader).

Any filtering issues should be reported immediately to- Warringtorvs IT support on
2200.
Requests from staff for sites to he added or removed from the filtered list will be
considered at the appropriate senior level. If the request is agreed, this action will
he recorded and logs of such actions shall be reviewed regularly by the E-Safety
Governor
School ICT technical staff regularly monitor and record the activity of users on the
school ICT systems and users are made aware of this in the Acceptable Use Policy.
Remote management tools are used by staff to control workstations and view users
.
An appropriate system is in place for users to report any actual/ potential E-Safety
incident to the designated E-Safety Co-ordinator (or other relevant person).
Appropriate security measures are in place to protect the servers, firewulls, routers,
wireless systems, work stations, hand held devices etc from accidental or malicious
An agreed system is in place for the provision of temporary access of “guests’ (eg
trainee teachers, visitors) onto the school system.
Staff/ students/ pupils/community users are able to use equipment for personal
usage while they do not infringe AUP agreements and are inline with school
Staff are allowed to install programmes on school workstations/ portable devices in
accordance with AUP agreements and School policies.
All removohble media (e.g. memory sticks/CDs/DVDs) are allowed by users on
school workstations/portable devices in accordance with AUP agreements and

Curicubumy
E-Safety should be a focus in all areas of the cwrriculum and staff should reinforce E-
Safety messages in the use of ICT across the cwrriculwm.

ESWW@WWW@SM@BMWW
E- Sa}agskul&s}mud,bzembzddzdﬂwughbothdx&cmt@ICT and coss-cwricular
In lessons where internet use is pre-planned, it is best practice that pupils should, be
Where pupils are allowed to freely search the internet, eg using search engines, staff

10



o It is accepted that from time to time, for good educational reasons, students may
in internet searches being blocked. In such a situation, staff can request that they
to do so, should be auditable, with clear reasons for the need.

 Pupils should be taught in all lessons to be critically aware of the materials/ content

e Pupils should be taught to- acknowledge the source of information used and to respect

Useof digital and videorimages - Photographic, Video;

mﬁ&/wbmdwbaawmoﬁmmk&mmdwmmm and with

postmg,dtguatmge&onth@mteﬂthhnsemgz&mag,mmam on the
WWWMW&MSMWUWMWWSWOT

Longp,rterm There are many reported incidents of employers carrying out intemet

information ahout potential and existing employees. The school will i
mﬁemmmmmmwmumwmm

o;BthepUtenuaLJZorharm
WMWW%& WWWWWW/WW

. Smﬂmmnbmamwmmwwkzdxgud/wdwmge&wguppmt@dumﬂm
puthamrrLoj&thosemwgzs, Thoszmmgzsshnuld/onlglhetakcmonschnot
pwrposes.

e Care should be taken when taking digital/video images that students/pupils are

e Pupils must not take, use, share, publish or distribute images of others without their
permission

* Photogruphs published on the wehsite, or elsewhere that include students/pupils
af such images.

e Pupils’ full names will not be used anywhere on a website or blog, particularly in

e Written permission from parents or carers will he obtained before photographs of
pupils are published on the school wehbsite (may be covered as part of the AUP
signed by parents or carers at the start of the year

e Pupil's work can only he published with the permission of the pupil and parents or

carers.

Data Protection;

11



Personal data will be recorded, processed, transferred and made available according to
the Data Protection Act 1998 and GDPR which states that personal data must he:

Fairly and lawfully
Processed for pul‘pﬂ'&@&
Adp,q,uaj:e relevant and not excessive

ﬁ?&mﬁ%mm@g data subject’s nght&

Staff must ensuwre that they:

o At all times take care to ensure the safe keeping of personal data, minimising the
risk of its loss or misuse.

e Use personal data only on secwre password, protected computers and other devices,
ensuring that they are properly “logged-off’ at the end of any session in which they,

When dﬂL@L&stomdon portable computer USB stick or other
personal any system, any

. thzdat@mustbaenugptedar@pasmdpr@tected

o the device must be password protected (many memory sticks/cards and other
mohile devices cannot he password protected)

e thedata be securely deleted, the device, in line with school policy, (helow;
anwhwwbmnsﬁermdorw&ﬁuggwwnplmm ( :

12



enhwweLe,anwng, Thz[icUnwmg,tabLeshmhnthw wﬂ@nﬂg,wn&dmﬂw
henefit of using these technologies for education outweighs their risks/disadvantages:
z‘taagﬂ Pupils
other
adults

g
Uowed
Allowed at certain
Allowed with stafp
Not allowed

Allowed for
Not allowed
Allowed

< Alowed at certain
times

Use af mohile v v
phones in social
time

Taking photos on Vv Vv
mohile phones or

other camera

devices

Use of hand held v v

devices eg

nethooks, PDAs,

PSPs, iPad, iPod

Use af personal v v
email addresses in

school, or on

school network

Use af school email v v
Jor personal emails

Use of chat v v
rooms/ facilities

Use af instant v v
messaging

Use af social v v
networking sites

Use of blogs v v
practice:

13



wwwmmmmmm, or on systems (eg by remote
0CCRSS).
Users need to he awuare that email communications may be monitored

Users must i i , to the nominated, - in accordance with the
affensive, threatening or ing i natwre and must not respond to- any such email.

correctly and not include any unsuitable or abusive material.

14



Unsuitable/i .

TMMWMWWWWWWWWWUM@
inappropriate in a school context and users, as defined helow, should not engage in
these activities in school or outside school when school equipment or systems.
Thzschootpaucg,mstnd&cutammtmuusagea:?;ﬁ)ws

E

Int lsm'pmmumorwnduotoj&dlzgd

material,

remarks, criminally rucist material in UK

proposals or

wmmt&thatmm

contain or promotion of any kind of

late to liscriminati
promotion of rucial or religious
hatred
threatening hehaviour, including

bhe offensive to colleagues or
breaches the integrity of the ethos
of the school or brings the school
into disrepute

Using school systems to run a private business

Use systems, applications, wehsites or other

safeguards employed by WBC and/or the school

15



Creating or propagating computer viruses or other
harmful files

Carruing out tained or instant high
Jiles) that causes network congestion and hinders
others in their use of the internet

Online gaming (educational)

Online gaming (non educational)

Online gamhbling

Online shopping/commerce

File sharing

Use of social networking sites

Use of video broudcasting eg YouTuhe

Responding twincidents o misuse;

It is hoped that all membhers of the school community will be responsible users of ICT,
infringements of the policy could take place, through careless or irresponsible or,
any apparent or actual incidents of misuse:

I or actual misuse to involve i ivity, ie.

adult material which potentially breaches the Obscene Publications Act

16



Response to anincident of concem
(A concern is raised )
v
Refer to school's designsted
child protection staff
v
What f
lllegal T Incident closed
activity is invoived? (Is counseliing or
advice requirad?)
Inappropriate
Who is involved?
Child as Staff as Staff as
yinstigator yvictim instigator
Esisblizh level of Szizblizh level of Esiablizh level of Esisblish level of
concam. concam. concermn. concarm.
v
Referto 4 Potential
Warrington - dlegsl or .child
Safeguarding . protection
? children . -
Children issues”
involved?
Board
Yes
In-school action;, |
If appropnste, designated Child Protection +
disconnect staff, Msnage sllegation
computer, seal hesd of ICT, senior manager. procedures
and stora.

Possible
legal action

v

Counseliing
Rizk assessment

E

School disciplinary and child
protection procedures.

(passible parental involvement)

17
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legal action



If memhers of staff suspect that misuse might have taken place, but that the misuse is
ri%)tlLLegaL(z;iabove) it is essential that correct procedures are used to investigate,
preserve evidence and, protect those carrying out the investigation. It is recommended,
that more than one member of wmvobredmﬂwuumsﬂgaﬂunwmmmuld,bz
carried out on a “clean’

It is more that the school will need to deal with incidents that involve
mpmpriatz than illegal misuse. It is i that any incidents are dealt
as soon as possible in a proportionate manner, and that members gf the school

< Refer to class teacher
Refer to Head of

Dewwrwteuy or

3s

1y
éﬁé;%
L

Wm%gw v v
Y use af

: camera/
U T use af SOCbaL\/ v v v

instant
messaging/ personal email

Unmwwrwéﬁbwg&owmoawng/ or

n@bmorh%%umwmsgm v v v v
Wtomw% y J J y
%%wwv J v v
account af a

mmwmm\/ v v v |V
S L emaul, text L
s oo, izoer N ER v

18



guaﬁ{%hwwmuwojﬂa,

Continued af . the

above, previous
wamings or sanctions

M%mﬁ

mmwwojithzethos/czﬂ
wmsﬁbvert mmm

pecnacy, g oy
E&lmwreporbthzmudmb
e

e

Wm@ Data Protection Ao’gr

19



Stafp Actions / Sanctions

E
:

Pt e ol g ]
W downlouding or uploading of /
o o s g

ing to access or accessing the school
using another person's account

el ing dath i o naseire manngr T
grwbmmmn&wmdmm v
T o R S
At e L RARERE
Using ing/i br;ersonul, | m/s?t%m v
e e

Aoﬂun&,%& ' cowd compronuse the sty ./
e oS B SRS
mmmmmwm v
’g&%ﬁa matonel ond o report,
Deuberategfj: accessung, grmw access
Breachung copyright or licensing regulations .
m mgringements Ojéorth& above,

20
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<

< Refer to Head teacher

v

v
v v
v v
v v
v v
v v
v v
v v
v v

v
v v v
v v
v v



Apparices,

E-Safety Framework for schools

Student/Pupil Acceptable Usage Policy

Staff and Volunteers Acceptable Usage Policy
Parents /Carers Acceptahble Usage Policy Agreement
School Filtering Policy

School Password Security, Policy

School Personal Data Policy

School E-Safety Charter

Legislation

Glossary of terms
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E-Safety Framework;

Acceptahle Use There is an Acceptable The Acceptable Use Policy has | The Acceptable Use Policy has
Policy Use Policy which is used | heen developed by the school | heen developed by all
There is arn Jor reference and shared | through its stakeholders. The | stakeholders in the school and is
A Use, wwhmuiygmdbg, AUPi&sifgxdehg,au,usmoj referred to regularly and updated.
Policy which is | PArents/ guardians. the learming nebwotk and | 1 AUP s signed and has been
used for reference. | All users have heen ) adopted by all users of the
w@rmedoj&ﬂww The AUP is followed by most | learning network and
in the schools AUP stafp. staff and is visible to all
The AUP is not rigorously, The AUP is reviewed at least
Jollowed by learners. annually.
Designated There is o designated There is an identified E-Safety | There is an identified E-Safety
membher of staff member of staff, an E- oﬂlwwfwwmpons»bleﬁor officer who is responsible for E-
There is, a. Safety, officer, who is up~- | E-Safety developments in Sa}wg,dmrelcpment&msdwot
who is responsible
Jor E-Safetyy
developments in
school.
Monitoring Monitoring of deui&madupmdmbxm All recognise their commitment to
: 4 Use, teduwiogg,.wd.c.mzonm syzstzrn&,m{:rmtorug,ma, in keeping all safe to pursue
on” ] s ad hoc basis using regular basis to support productive gains in the use gf
ot carri IQMQ sckwotsmﬂm pavd1wtweooﬂub0ruﬂ0nm1d ooﬂabm*aﬂveted’mo{ogg,
expertise. personalisation strotegies. M is done omL . l
Network and internet access hasis by an assigned person
monitoring is done by an using monitoring softwwre and
monitoring software and personnel.
issues acted upon.
Data security There is @ mandatory level of
information security required
in all schools. The school is
the guidance. Refer to Becta
Jor guidance
School There is little evidence of | There is evidence of E-Safety is fully integrated with
improvement integration of E-Safety integration of E-Safety with ot}wareasoﬁthzs:huut
There is no by plan. plan
evidence of
integration of E-
Safety with other
areas of the school
improvement plan.
Teaching and Mostpupu&recme Mostusers,re,oeweE Saﬁw‘;, ALLusmregwwig,reoesz
Some. af their curriculum. cwrriculum /professional cuwrriculum /professional
pl development. development.

receive E-Safety




taachm,g,a&pwto;ﬂ E-Safety is discussed, in
manner.
Teachers are referring to E- Teachers are referring to E-Safety,
Safety in planning and, in planning and teaching.
TW@@%W teaching. E-Safety is embedded within the
ﬂwl IcT ; [H ESaJ&@tg/L&emheddzd/\Mﬂun cwrriculum for all year groups
groups and appropriate used to support learning. E-
resowrces are used to support Sa}eig,wswva&ane\mt\mg,
E-Safety E-Safety resources are Appropriate E-Safety, Appropriate E-Safety, resources
resowrces used by some teachers to | resources are used by most are used, by all teachers to
E-Safety resources suppo‘rtthmr. teachers to support their supportwwundustandmg,und
are onan ad understanding and there | understanding and there are | there are opportunities to use a
hoo basis, to- are opportunities to use a | opportunities to use a wide wide range of resowrces and the
support teachers | ;14 tho internet. internet.
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Pupil Acceptable Use Policy Agreement,

School Policy

New technologies have become integral to the lives of children and young people in
t(;%s/suaetg, m%mwmmmm%mm The internet and,
open up new opportunities for everyone. Thewtedmlogw&%stumuamdwmswn

promote creativity and stimulate awuareness af context to- promote j%ﬁaw,\rawarmng,
memmmmmwsﬁéemmmat

Tm&AccepmbLeUsePoqu;,L&mndedwmm
use.

e that school ICT systems and users protected from accidental deliherate
WMWWWW@%MWW@M o

The school will try to ensure that students/pupils will have good access to ICT to
enhance their learning and will, in retwmn, expect the students/pupils to agree to he
responsible users.

Pupil Acceptahle Use Policy Agreement
I understand, that I must use school ICT systems in a responsible way, to ensure that

there is no risk to- my, safety, or to the safety and security of the ICT systems and, other

users.

For my own personal safety;

e I understand that the school will monitor my use of the ICT systems, email and

e I will not share my password, nor will I try to use any other person's username

o I will he awuare af “stranger danger”, when I am communicating online.

e I will not disclose or share personal information ahout myself or others when online.

o IPT arrange to meet people that I have only communicated with online, I will do
so in a public place and take an adult with me.

e I will immediately report any unpleasant or inappropriate material or messages or

I understand that everyone has equal rights to- use technology, as a resource and:

e I understand that the school ICT systems are primarily intended for educational use
and that I will not use the systems for personal or recreational use unless I have
permission to do so.

e I will not try (unless I have permission) to make large downloads or uploads that
out their work.

e I will not use the school ICT systems for online gaming, online gambling, internet
shopping, file sharing, or video broudcasting (eg YouTube), unless I have
permission of a member of staff to do so.
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I will act as I expect others to act toward me:

I will respect others’ work and property and will not access, copy, remove or
otherwise alter any other user's files, without the owner's knowledge and
I will be polite and responsible when I communicate with others, I will not use
strong, aggressive or inappropriate language and I appreciate that others may have

I recognise that the school has a responsibility to- maintain the security and integrity, of
the technology, it offers me and, to ensure the smooth running of the school:

I will only use my, personal hand held/external devices (mohile phones/USB devices
etc) in school iff I have permission .I understand that, if I do use my own devices
in school, I will follow the rules set out in this agreement, in the same way as if I
I understand the risks and will not try to- upload, downloud or access any materials
which are illegal or inappropriate or may, cause harm or distress to others, nor will
I try to use any programmes or softwwre that might allow me to bypass the
Jiltering/security systems in place to prevent access to such materials.

I will i lictel any d or faults invotvi , or software,
I will not open any attachments to emails, unless I know and trust the
person/organisation. who sent the email, due to the risk of the attachment
containing viruses or other harmful programmes.

I will not install or attempt to install programmes of any type on a machine, or
store programmes on a computer, nor will I try to alter computer settings.

I will only use chat and social networking sites with permission and at the times
that are allowed When using the internet for research or recreation, I recognise that:
I should ensure that I have permission to use the original work of others in my own
work

Where work is protected by copyright, I will not try to- download, copies (including
music and, videos)

When I am using the intemet to find information, I should take care tor check that
the information that I access is accuwrate, as I understand that the work of others
may not be truthful and may be a deliberate attempt to- mislead me.

I understand that I am responsible for my, actions, hoth in and out of school:

I understand that the school also has the right to take action against me i I am
iwolved in incidents of inappropriate hehaviour, that are covered in this agreement,
community (examples would be cyber-bullying, use of images or personal
information).

I understand that if T fail to comply with this Acceptable Use Policy Agreement, I
will be suhject to disciplinary action. This may include loss of access to the school
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Please complete the sections below to show that you have read, understood and agree to

the rules included in the Acceptable Use Agreement. I do not and retum this
agreement, acces&denotbzg,rantzd,tosdwotICngsﬁwgfz san

Pupil Acceptahle Use Agreement Form

This form relates to the pupil Acceptable Use Palicy (AUP), to which it is attached.
Please complete the sections helow to show that youw have read, understood and agree
to the rules included in the Acceptable Use Agreement. If you do not sign and retwm
this agreement, access will not be granted to school ICT systems.

I have read and understand the above and agree to follow these guidelines when:

+ I use the school ICT systems and equipment (both in and out of school)

+ T usemyownequipment in school (when allowed) eg mohile phones, PDAs, cameras
etc

T use my own equipment out gf school in a way that is related to me being a memhber
oj&t}us,sdwoteg,wmmwumﬂng,mmmmmnbmo;ﬂt}wsdwot accessing school
email, learning platform, wehbsite etc.

Name af Student/Pupil
Group/Class

Signed, Date

26



Staff (and Votunteer) Acceptable Use Paticyy Agreement,

School Policy

N have become to the lives of children and

ST s ey
communications

promote
They also opportunities for staff to- he more creative and
Aﬁwumshould,whmm bGsaJZem,temztaLces&aLaJLm

This Acceptable Use Policy is intended, to-ensure:
recreational use.

e that school ICT systems and users are protected from accidental or deliberute
misuse that could put the security of the systems and users at risk.

 that staff are protected from potential risk in their use of ICT in their everyday work.

Tmmmwwmmwmmmmmmwlaw

r@tumexp@ctsmﬂandwhuqugrwwbemspafgbwum "

Staff Acceptahle Use Policy Agreement
I understand that I must use school ICT systems in a responsible way, to ensure that

there risk to- my safety or to the safety and security of the ICT systems and other
mﬁM%W%Wm@ICTWW@WWWW

that students/ receive to the use of ICT. I will, where
possible, W%WWW wﬁ%%&a}am ICT and, embed E-
Safety in my work

For my professional and personal safety:

e I understand that the school will monitor my use of the ICT systems, email and

e I understand that the rules set out in this agreement also apply to use of school
ICT systems (eg laptops, email, learning platform etc) out of school.

e I understand that the school ICT systems are primarily intended for educational use
and that I will only use the systems for personal or recreational use within the

e I will not disclose my username or password, to- anyone else, nor will T try to use
any other person's username and password.

o I will immediately report any illegal, inappropriate or harmful material or incident,
I hecome awure of, to the appropriate person.

I will be professional in my communications and actions when using school ICT systems:

o I will not access, copy, remove or otherwise alter any other user’s files, without
their express permission.
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I will communicate with others in a professional manner, I will not use aggressive
I will enswre that when I take and/or publish images of others I will do so- with
digital/video images. I will not use my, personal equipment to record these images,
unless I have permission to do so. Where these images are published (eg on the
school website/learning platform) it will not be possible to identify by name, or
school's policies.

I will only communicate with students/pupils and parents/carers using official

When I use my personal hand held/external devices (PDAs/laptops/mohile
phones/USB devices etc) in school, I will follow the rules set out in this agreement,
in the same way as iff I wus using school equipment. I will also follow any
are protected by up to date anti-virus software and are free from viruses.

I will use personal email addresses on the school ICT systems inline with the
I will not open any attachments to emails, unless the source is known and, trusted,
due to the risk of the attachment containing viruses or other harmpul programmes.
I will enswre that my data is regularly hacked up, in accordance with relevont school
I will not try to upload, downloud or access any materials which are illegal (child,
Ohscene Publications Act) or inappropriate or may cause harm or distress to others.
I will not try to use any programmes or safbware that might allow me to bypass
the filtering/security systems in place to prevent access to such materials.

I will not try (unless I have permission) to- make large downloads or uploads that
out their work.

I will not install or attempt to install programmes of any type on a machine, or
store programumes on a computer, nor will I try to alter computer settings, unless
I will not disable or cause any damage to school equipment, or the equipment
helonging to others.

I will only transport, hold, disclose or share personal information ahout myself or
others, as outlined in the School/LA Personal Data Policy. Where personal data is
transferred, outside the secure school network, it must be encrypted.
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e I understand that data protection policy requires that any staff or student/pupil
data, to- which I have access, will he kept private and confidential, except when it
is deemed necessary that I am required by law or by school policy to disclose such
information to an appropriate authority.

o I will immediately report any damage or faults involving equipment or sofbwuure,
however this may have happened.

When using the internet in my, professional capacity, or for school sanctioned personal use:

e I will ensure that I have permission to use the original work of others in my own
work

e  Where work is protected by copuright, I will not downloud or distribute copies
(including music and videos).

I understand that I am responsible for my, actions in and out of school:

e I understand that this Acceptable Use Policy applies not only to my work and use
af school ICT equipment in school, but also applies to my use of school ICT systems
MWM@MMWW@WWMMWM

e I WMM¢IWWWWWMW&AW@L@U%POWAW I
could be subject to disciplinary action. This could include a waming, a suspension,
referral to Governors and. / orthe Local Authority and in the event of illegal activities

IWWWWWWWWWWWWLICTW(W
in and out af school) and my own devices (in school and when carrying out
communications related to the school) within these guidelines.

Staff/Volunteer Name

Signed

Date
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Parent/CarerAcceptable Use Policy Agreement;

New t have become i to the lives of children and '
other v and communications are tools, which
and stimulate awareness of context to promote

vwwmmmmww@mmmﬂ%

This Acceptable Use Policy is intended, to- ensure:

. MMWWMWMMWWWWWWW
use.

o that school ICT systems and users are protected from accidental or deliberate
misuse that could put the security of the systems and users at risk.

 that parents and carers are aware of the importance of E-Safety and are involved
hehaviour.

TMMWWWWMWWMWQMWWICTWWWM

the, Pupl Accepiaible. Uss Folicy & citached s this. pepmission. fomm 50 et

parents/ carers will be aware of the school expectations of the young people in their care.

Parents requested to tthmnm&mﬁomubztowtcrs}wwthwsuppm’b the
motm%emmmm%oﬁmmsm id

Permission Form
Parent/Carers Name

Student/Pupil Name

As the parent/carer of the ahove Pupils, I give permission for my, son/daughter to- have
access to the internet and to ICT systems at school.

Ibwwﬂwbwson/dauthu&wgnzdmAcceptablerA and, has
received, or will E education to them the i

su}e/uszgﬁrICT recewv/both,um:n%?)tjuyi; e importance
I understand that the school will take every reasonable precaution, including monitoring
and ICT systems. I also-understand, school cannot ultimately, be held responsible

Jor the nature and content of materials accessed on the intemet and using mohile
technologies.

I understand that my sovs/daughter's activity on the ICT systems will he monitored

af the Acceptahle Use Policy.
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I will encourage my, child to- adopt use af the internet and digital technologies at
WMW%WMQI%WCL%MWWmsE—SW

Signed Date
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Schoot Filtering Poticy,

Rationale

The filtering of internet content provides an important means of preventing users from
%M@WW@WW%MW% The

stgstemcamothoww a 100% guarantee that it will do so. It is

therefore important that the school has a filtering policy to manage the associated, risks
and to provide preventative measwres which are relevant to the situation in this school.

Asmpuxtoj&tthor&LW%LGndd{germw(NWG}L)sohml&Mwlmmd
Lo . , s of o ! Pilter:

mwgﬂe)dbiﬂty,}ordwnga&gatlﬂmwrw oo Wy
Purpose
To;

pupd&agamstamg, umppmprmtenwtenuls,t}wb may come into

e enswre when filter if breached it is logged and monitored

e to monitor the effectiveness of the filter and supporting processes
R ilities
memgmmmmmg%%mm%
To enswre that ther@ts,a,sgsmojl pro’oeotthosp/
WWWWWW/WMWW
* he logged in change control logs
+ be reported to- a second responsible person (Designated child protection person):
. WWMMWwWWWWWWW
. m%wms@@GWCWWWM@MW@WW

A&mW@WWWW@@WESWwWW

U must not attempt to programmes or saftware that might allow them to
%WW/WWmmemwmm

Education/Training/Awureness,
PWWMWW@WWWWMWWE Safety

educahonprogmmmT will also he the consequences of attempting to
. WWAUP
+ induction training,

- staff meetings, briefings, Inset.
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PmWﬁM?@%MsWWWWAWUw

Changes to the Filtering System
' Mwwwmmﬂh@%mmm&
pupils are currently engaged, in.

. Th@sdwotdeauowacces&wsouaLnenkang,sm(orother

. Desxg;wted,Chud,Protewﬂnoﬂlwdeb@ﬂw sacond,re&pmlsl,bmpmsm inwolved,

. Net\ArUrIeOI;éIamger/ Esmwmmfmmmmmwwﬁw

Safety, WWW@WWWSG}@GMWW
Users who gain access to, whmmbnowkdgzoﬁoﬂmbmgabl&taacces& sates,whu;h/

that suestuLd,beJZd,tered, orurg&llww at Warrington level, t}wre&pmw,bl,ep@rsm
E- So}etg,w ordinator should, contact the ICT Help Desk with the URL.

sy,swncanguamm(wmoo/o protection against access to unsuitable sites.
as indicated in the School E-Safety Policy and the Acceptable Use

agmementMomIormg,detakepiacea&}ouows
e Random sampling of handheld devises and work stations
e Specialist softwure programme checks ( to be purchased)
Audit/R
+ Safeguarding Committee
+ Local Authority on request
Tmmmmmmmmmwmmmwm

Scheot Password Security, Poticy,

Rationale
The school will be responsible for ing that the school /network is as
and secwe as is rwaombh:m A safe and secure username/

%we&&mﬂd@t}wa}aﬂm is to be established and will apply to all school ICT
systems, including email and Learning Platform.

Purpose;
+ users can only access data to- which they have right of access
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+ no user should be able to- access another’s files, without permission (or as allowed

Jor monitoring purposes within the school's policies).
- access to personal data is secuwrely controlled, in line with the school's personal data

Broud Guidelines
The management of the password security, policy will be the responsibility, of Nebwork Manager and,

Business' M

All adults and young people) will have responsibility for the security of their
u&mm(wﬂld,pm&/\rmd, nwstnotiUowoﬂwrusmWacces&%sgswn&usu%,thw

details and must immediately report suspicion or evidence that there has
lzohe%mot:,bmacho;ﬂsewmg, th@xcepuonojlm&l,og,m OT

;mbiwmwmhw %;dmg%wmwwmﬁstbeng% tﬁz

Users will change their passwords every Term
Training/Awureness,
Members of staff will be made awuare of the school's password policy:
+ at induction
» through the school's E-Safety policy and password security policy
+ through the Acceptahle Use Agreement
Pupils will be made awure of the school's password, policy:
+ i ICT and/or E-Safety lessons

« through the Acceptahle Use Agreement

Policy Statements

Al users will have clearly defined access ris to school ICT systems. Details of the

access rights avuilable to groups of users bhe recorded tl’L@NQtW’OTfQ/MGILClg?gi”(OT

othzrpersor)u)and,v\nu,bzmvwzved/ atleastamuwll{,yby, E-Safety Committee (or
other group,

All users will be provided with a usermame and password by network manager who
will keep an up to date record of users and their usermames. Users will be required to

change their password every term.

The administrator passwords for the school ICT system, used by the Network Manager
must also be available to the Head teacher or other nominated senior leader and kept
in o secwre (eg school safe). Alternatively, where the system allows more than
one master/administrator log-on, the Head teacher or other nominated senior leader

should, be allocated those master/administrator rights. A school should never allow
one user to have sole administrator access.

Audit/Monitoring/Reporting/Review

The responsible person will ensure that full records are kept of:
+ UserIds and requests for password changes

+ Userlog-ons

+ Security incidents related to this policy
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In the event incident, the and will be allowed
n s oj&wserwulgzd,s;oairw police may request

Local Authority Auditors also have the right of access for audit investigation purposes

User lists, IDs and other security related information must be given the highest security,
dm&mﬂmandstcredma,saoummm

These records will he reviewed (E-Safety co-ordinator;, Safeguarding Committee
at regular intervals per term. -

TMWWWWWWMWWWWWM

Schoot Personal Date, Handling, Poticy,

Rationale

Schools should do within their to the and,

any material of a WWWWW%MWMP%WM o
handling in schools - keeping data secure, safe and legal — Sept 2008).

It is the responsihbility of all memhbers of the school community to take care when

handling, using or personal data that it can not he accessed by anyone
who does not:

+ have permission to access that data
+ need to have access to that data.

Any loss of personal data can have serious effects for individuals and/or institutions
concerned, can bring the school into disrepute and may well result in disciplinary
action and/or criminal prosecution. All transfer of data is subject to risk of loss or
contamination.

nyone who has access to personal uwdwba,rru.J,sI,Iava\r understand and adhere to this
%mm aﬁ?ﬁudam}mmmLowLAuﬂqu;m@

The Data Protection Act (1998) Lag&downa,s%oj&mlesﬂormvcessmg,oﬁpmdeuta,
(hoth structured manual records and digital records). It provides individuals (data

subgeots,wwh, access and, and, requires data (dato processors,
%Mwwmm goodmnhanfﬂmg,pﬂxwplw)

Purpose
To;
e Enswre the integrity and safety of personal data from any unauthorised access

e To state clearly the schools position and procedures on personal data
management

e To safeguard personal data from all those who do not have a need and
permission to access it
Policy Statements

The school will hold the minimum personal information necessary to enable it to
perform its function and information will be erased once the need to hold it has passed.

E effort will be made to ensure that information is accurate, up to date and that
MWMWWW
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All data will be fairly obtained in accordance with the “Fair Processing Code’
mmmmmmwmm“cmm}mew

Personal Data

The school and individuals will have access to a wide runge of personal information
and data. Thzdata,nmg,bahztd,mdigw‘ﬁommcrmpﬂpuojrecord& Personal data
WWWWWWWWTM&WW
PersonaL about memhers t}wsch(rotommwrutg, mcwdulg/Pupu&
gwdwnskup/contaotdztau& health records, d»suplmarg,mcord&

. Currwlar/acadermoduta,eg/das&ust& mwiprvgres&reoord&report&rgﬁemnce&

. AWWWWS&WMWWW/WWWWW

mﬂwsdwothu&ﬂwre&pmmbddyoj&handlmgpmtectedorsmdwedut&m
%SMW

Governors are ired to- comply, with this policy in the event that they have
access to datw,mﬂwumg%mthwm{ea&wGovwnor

Registration

The school is registered as a Data Controller on the Data Protection Register held by
the Information Commissioner. (schools are responsible for their own registration)

In}onnauontaPamnts/Cams/ the “Fair Processing Notice”
Undzrﬂw“Fau'P requirements in the Data Protection Act, the school will
gﬁww/mmoﬁmmmmmmm
pupu&/suxd,emt&ﬂw purposes for which the data is held and the third parties (eg LA,
DCSF, QCA, Conmmn&@to)tcrwhom1tmag,bzpasmd, This fair processing notice
debzpassedbopumnt&/camrsthmugh Prospectus, a specific letter and newsletters
.Parents/carers af young people who are new to the school will he provided with the
Jair processing notice through the school prospectus.

thzmtroduotwno;(&Cm’wactPom A new specimen FPN s avuilable for 2008/9.
Schools are advised to contact their Local Authority for local versions of the Fair
Processing Notice.

Training & awureness
All will receive data handling awuareness/data protection training and will bhe
nmc?@wwmmoj&t}wr%pmwum as described in this policy through:
+ Induction training for new staff
+ Staff meetings/briefings/Inset
Day to day support and guidance from Information Asset owners
Secure Storuge of and access to-data

The school will ensure that ICT systems are set up so that the existence of protected
Jiles is hidden from unauthorised users and that users will be assigned a clearance that
will determine which files are accessible to them.
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All users will be given secure user names and strong passwords which must he changed,
regularly User names and passwords must never be shared.

Personal data be accessed on machines that are pa/s/sword,prvtec,tzd,
An@dmmﬂm?%n%us@dWmdmmb@wMQ (even for very short
All media must be stored in an smumandsa}eenmrmmt}m
avoids risk, loss or electronic iom.

Personal data he stored on school equipment (this includes computers and
Mmzmmwa inj:aea,g;menb(ue ownzd,bxj,thzum) must not he used.

+ the device must be password protected (many memory sticks/cards and other mohile
+ the data must be securely deleted, from the device, in line with school policy (below)
once it has been transferred or its use is complete

and restoring all data held on school systems, including off-site backups. (the school
memmmmgrdmwmww%WoﬁICTsésmwm)

Secure transfer of data and access out of school

The school that data be accessed, out of school,

mngm,mf or othdr agencios. T thete Creumstances: D T o
+ Users may not remove or copy sensitive or personal data from the school or
authorised premises without permission and unless the media is encrypted and
password protected and is transported securely for storage in a secure location.
Users must take particular care that computers or removuble devices which contain
personal data must not be accessed by other users (eg family members) when out
af school.
example, by a teacher or pupil working from their home or a contructor) they must
have secure remote access to the management information system (MIS) or learning
platform.

«  Users must protect all portable and mohile devices, including media, used to store

+ Particular care should be taken i data is taken or transferred to another country,
particularly outside Europe, and advice should be taken from the local authority in
this event. (nh. to carry encrypted material is illegal in some countries)

(SW%WQWMMMMMWBMW ‘Good,

practice in handling in schools — Data Encryption - a guide for staff and
delwmm)
Disposal of dato

lhmdoﬁprmd,dum WWWWWWWM
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re}umwwﬂwCaWOj;ﬂmg% must he shredded,

A Destruction Log should be kept of all data that is disposed of. The log should include
the document ID, classification, %@ destruction, method and authorisation.

Audeoggmg/Reportmg/InudentHandlmg,
required by the “Data Handling Procedures in Government’ document, the activities

%%u&@mm%dbgmpomwmm BWMW and
fgramplz. Ewﬁ%mﬁmﬂm denti Wﬁ&;

(Sch,oUts/de detailed o*n,au,dbt mth(ijeota,doumww Govd,

The school has and, recovering information risk
madmt&wkudg m%mwwwmm

hrwwwhthatojlthw*LA and add details here)
o “responsible person’ for each incident
+ o communications plan, including escalation procedures
+ and results in a plan of action for rapid resolution and
+ o plan of action of non-recwrence and further awwareness raising.
A&sxgm}wantdatwpmtzohnnmadem&mustb@mpmwdwﬂwhjonmuon
Comnussioner's Office hased upon the local incident handling policy and
communication plan.
Furtherreading
Teudwnwt Data and,
OmwoﬁmlngammnCcmsswwwebsﬁ
! 7 ing . >
the I Commissioner - notes: Access to 'S i

Becta, - Gcrod,Pramce/mugZormunmhundng,mschoUl& keeping data secure,
and legal and it's four detailed appendices: (Septemher 2008) ¥
http://schools.bhecta.org.uk/upload-dir/downlouds/information handling.pdf
http://schools.bhecta.org.uk/upload-
dir/d louds/inf ion. handling i levels. pdp
http://schools.becta.ory.uk/uploud-dir/downlouds/data_encryption.pdf
http://schools.becta.org.uk/upload-dir/downlouds/audit logging.pdf
http://schools.becta.org.uk/upload-dir/downlouds/remote access.pdf
Cabinet Office - PMWWMMW—@MWL(JWZOO&

//www., .gov. .
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E-Safeiy — A Schoot Charter for Adion,
Name of School

Name of Local Authority,

We are working with staff, pup:l&andpomnt&/cwmtocrwtewsdwot
Ww%l?f%}oﬂow&awmwmm ES%:

Ourschool community
Discusses, monitors and reviews owr E-Safety policy on a regular basis. Good

pructice suggests the policy should be reviewed annually or at most every two years.

WW&%%@ZICT a&thgmessummﬁcrmhwwng/wammg,wtd,m

El&k& e wﬂemmojICTEnimmwwwmwggw
tcrrepcrrbmad(mt& and that pupils bg,tkwsdwots,E Safety, policy.

Provides opportunities tﬁrl;n wmeESaJ&etg/edumnmam
, to enahle to support their children in developing ESaJ&etg/

bdwmuThzschﬂotderepmtbadewpumnt&/cam E-S
concerns. Parents/carers in twm work with the school to- uphold, the E-S

Seeks to learn from E- Sa}etg,guod,pramdsawmand,unmmwppnrb the
LA, NWGfL and relevant organisations when appropriate. ¥

Chair of Governors

Head teacher

Pupil Representative
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Legislation;
producedltw,mqportaur{tldg WWWM%M@WI}

It is recommended that legal advice is sought in the advent of an e safety issue or

Computer Misuse Act 1990;

ThA&Achuke&wanoﬂenwtcr
Eruse or amend data or programs without authority;
+  Obtain unauthorised access to a computer;
+ “Eavesdrop’ on a computer;
+ Make unauthorised use af computer time or facilities;

Maliciously corrupt or eruse data or programs;
Deny access to authorised users.

Data Protection Act 1998;

This protects the rights and privacy of individual's data. T(Tcompig,wwhtkwl,aw
iformation ahout individuals must be collected and used stored, safely and,

and not disclosed to any third party unlawfully. T d:state&ﬂwbpuson
data must be:

Notlwpttongerthunnecessw
Processed in accordance with the data subject’s rights.
+ Secwre.

Not transferred to other countries without adequate protection.
reedom of Information Act 2000

he Freedom of Information Act gives individuals the right to request information held

;mw Awmiﬁlitowmrmm wmmUUg,omwdbg,mLuw
WWWFW@%A@ When responding

to requests, they have to follow a number of set procedures.

Communications Act 2003

Sending by means of the Internet a message or other matter that is grossly, offensive

oﬁ?rpmwmﬂymuwgu;aoﬁmlmmﬁoro’;w @Wcausmg,anbr%guma
or needless anxiety is guilty of an , ONn corwiction, to

imprisonment. This wording is important because an offence is complete as soon as
the message has heen sent: there is no need to prove any intent or purpose.

Malicious Communications Act 1988

It is an offence to send an indecent, offensive, or threatening letter, electronic
communication or other article to- another person.
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Regulation of Investigatory Powers Act 2000

+ Ascertain compliance with regulatory or self-regulatory pructices or proceduwres;

+ Demonstrute standards, which are or ought to he achieved by persons using the
system;

+ Inwvestigate or detect unauthorised use of the communications system;
Prevent or detect crime or in the interests of national security;
Ensure the effective operution of the system.

+ Monitoring but not recording is also permissible in order to:

« Ascertain whether the communication is business or personal;

+ Protect or support help line staff.

Trade Marks Act 1994

This provides protection for Registered Trade Marks, which can be any (words,

shapes or images) that are associated with a particular set of Or services.
Registered Trude Marks must not he used without permission. This can also arise from

using a Mark that is confusingly, similar to- an existing Mark.

Copyright, Designs and Patents Act 1988

It is an offence to all, or a substantial part of a copgnngorhTheream

wtamcuwnstarwe&pzmussionl&notnzedp,d,w smulemunt&J&ornonr
commercial research or private study. Thp,AotaLsUpmmﬁorMomLR , whereby,
authors can sue i their name is not included in @ work they wrote, or i the work has
heen amended in such o way as to impugn their reputation. Copyright covers materials
in print and electronic form, and includes words, images, and sounds, moving images,
TV broudcasts and other media (e.g. YouTuhe).

Telecommunications Act 1984

It is an offence to send a message or other matter that is grossly oroj&an,
indecent, ohscene or menacing charucter. It is also an offence w%emsm

is intended to cause annoyance, umwwwmcrne@dlzs&mxw:g,wm the
sender knows to he false.

Criminal Justice & Public Order Act 1994

This defines a criminal offence of intentional harassment, which covers all forms
harassment, including sexual. A person is guilty of an offence if, with intent to cause
cupersonhum&smznb alarm or distress, they: -

Usethreatemng, abusive or insulting words or hehaviour, or disorderly behaviour;

. DLspJ,a,g, writing, sign or other visible representation, which is threatening,
ahusmc?rpﬁlﬂswnng, thzreby,causmg,matoranoﬂwpersonhmssnww alarm or

Racial and Religious Hatred Act 2006
ThJ&AobmaJ%s,wa,crmwwL to threaten because of their or to stir
i offence prpiz of (}Zawh ir
t}u*@ai:enu*lg, Other laws a,lrwdg, people from threats baszd, on their ruce,
nationality or ethnic background.
Protection from Harassment Act 1997
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Apersonnwstnotﬁgmwa,oourw conduct, which amounts to harassment of
another, and which to know amounts to harassment of the other.
S‘nat WLLpr, oond,ucbmc;l#se&arwﬂwrw}earonathfasLWUoccaswn&

therwe against is guilty of an offence knows or ought to
occasions.

Protection of Children Act 1978

It is an gffence to take, permit to- he taken, make, possess, show, distribute or advertise
mdmnbmwge&oj&chﬂdmnmtthmt&ingdmnAduidﬁwthmpumose&wW

under the 18. Viewing an indecent i a child on your computer means that
hmma,d@wamegz An image a,ojamudalsvcovmpsuLdUp}wtOgmph&

mmwothm) Apusoruoonmowioﬁsudbanoﬂenwwﬁaceupw

10 years in prison

Sexual Offences Act 2003

The new oﬂenww,conmuﬂzd,g&gowamow,rw and have communicated with a

child under 16 at twice (including by phone or using the Internet) it is an offence to
meet them or travel to meet them anywhere in the world with the intention of committing a

sexual offence. aus\% chddundzﬂébowutdba,semul,actl&gﬁg; including looking
cffencalor o Cion oo “E'b:en“'g”as?‘ﬁf Yol g with, o persom under
a,pelsonma,poswm trusttcr m activity any persomn
18, Mnﬂbmmgmﬂwg,wumw , teachers, sotial workers; health
, CoNnexions ﬁaﬂmﬂu&wtegn@qj&tmst) Any sexual intercourse with a
undp,rthaagzoj&B comumits the offence of rape.

Public Order Act 1986

This Act makes it a criminal offence to stir up racLaLhatred,% W
or distributing written material which is threatening. Like Racial

Hatred Act 2006 it also makes the possession aﬂ matenal,wwha,vw
it @ aiminal offence. Children, F andEducatwnDu*ectnmtepag@BS
April 2007.

Ohscene Publications Act 1959 and 1964;
Publishing an “ohscene’ article is a criminal offence. Publishing includes electronic
transmission.

Human Rights Act 1998
This does not deal with any, particular issue specifically or discrete subject area
wwrunthLaWItbs/a, oj&'hxg)rwrtaw aﬁecﬂng,auo%wwsmdwsdwot
Thp,nghbtcra,}wtrw,t
+ The right to respect for private and family life, home and correspondence
+  Freedom of thought, conscience and religion
Freedom of expression
Freedom of assembly,
+  Prohihition of discrimination
+ The right to education

Thzwng,lﬂlt&are/notab&ohm Thzschootus/obhgzcbw mmm

ﬂwEducatwnWInspedwn&AdZOOb
Empowers Head teachers, to such extent as is reasonahle, to regulate the hehaviowr of
sumgnt&/pupuawhznthwamoﬂﬂwsdwotmmgnpommmmbusojlsmﬂw
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Glossary oftems.

AuUP Acceptable Use Policy — see templates earlier in this document

Becta British. Educational Communications and Technology Agency (Government
agency promoting the use of information and communications technology)

CEOP Child Exploitation and Online Protection Centre (part of UK Police, dedicated
to protecting children from sexual abuse, providers of the Think U Know
programmes.

CPD Continuous Professional Development

CYPS Children and Young Peoples Services (in Local Authorities)

DCSF Department for Children, Schools and Families

ECM Every Child Matters

FOSI  Family Online Safety Institute

HSTF Home Secretary's Task Force on Child Protection on the Internet

ICO Information C Office

ICT Information and Communications Technology

ICTMark Quality standard for schools provided by Becta

INSET In Service Education and Training

IP address The lahel that identifies each computer to- other computers using the IP
(internet protocot)

ISP Internet Service Provider

ISPA Internet Service Providers' AssociationStree

IWF Internet Watch Foundation

JANET  Provides the broudbhand backbone structure for Higher Education and, for the
National Education Network and RBCs.

Ks1 Key Stage 1 (2, 3, 4 or 5) - schools are structured within these multiple age
groups eg KS3 = years 7 to 9 (age 11 to 14)

LA Local Authority,

LAN Local Area Network

Learning A leaming platform bri her hardware, software and support

services

LSCB

Local Safeguarding Children Bowrd,
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MIS
MLE
NEN

Ofcom
Ofsted
PDA
PHSE
RBC
SEF

SRF

NWGL

TUK

VLE

WAP

Management Information System

Managed, Learning Environment

National Education Network - works with the Regional Broudband
Consortia (eg NWG/L) to provide the safe hroadhand provision to schools
across Britain.

Office of Communications (Independent communications sector regulator)
Office for Standards in Education, Children's Services and Skills

Personal Digital Assistant (handheld device)

Personal, Health and Social Education

Regional Broudbhand Consortia (eg SWGfL) have been estahblished to procwre

broudhand connectivity for schools in England. There are 10 RBCs covering
139 of the 150 local authorities:

Self Evaluation Form - used by schools for self evaluation and reviewed by,
Ofsted, prior to visiting schools for an inspection

Self Review Form - a tool used by schools to evoluate the quality of their
ICT provision and, judge their readiness for submission for the ICTMark

North West Grid, for Learning - the Regional Broudhand Consortium of NW
Local Authorities - is the provider of broudband and other services for
schools and other organisations in the NW

Think U Know - educational E-Safety programmes for schools, young
people and parents.

Virtual Learning Erwironment (a softwuare system designed to support
teaching and learning in an educational setting,
Wireless Application Protocol
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